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Introduction and Motivation

Global Time Synchronization

« Application of GTS is in safety-critical, time-

- ; o . . : Global time master
critical and security-critical applications ; Fo--==-=—=-=-= . Fo--==-==-=-- !
: | sub11 ™11, | sub21 ™21
« Use cases of Global Time Synchronization (GTS) : = : o~
| 1 | 1
— Synchronization of runnable entities ! ! ! !
: TS S
- Synchronous sensor data read across ECUs : : : : TS :
- Synchronous actuator triggering across ECUs | : : :
r - - ~
—  Provision of absolute or relative time : s : | Sub22 .TQZ’ZTSZ :
I I ! TM22~ o I
— Temporal correlation (event data recordings, data storage) : F===-=_ I I ==
, . o e — : | Sub12 : ! CAN2 I
— Time expiry monitoring (certificate-based authentication) : I : I T :
: ! I ime
: TS : Domain
: I .
ADAS ( to synchronize the sensor data, actuator triggering ) : ! s :
Secure Diagnostics, V2G ( digital certificate expiry monitoring ) : I k

Intrusion Detection System ( timestamping in security events )
Diagnostics ( timestamping in Error events )

TS: GlobalTime Slave
TM: GlobalTime Master
TG: GlobalTime Gateway

© Elektrobit 2024 | Confidential information October 17, 2024



Time Validation Concept

Use cases, Limitations, and Architecture

Application Layer

In Scope | _Slave - SWC

Safe global time

» Monitoring the synchronized time progression.

» Provide reliable status information.

» Increase time availability. ﬂ st

Out of Scope

> Integrity levels above ASIL B.

» Some static failures (i.e Interrupts or scheduling issues)
not supported.

Gpt ‘ Eth ‘

Global time
messages

Reference: AUTOSAR CP SWS SvynchronizedTimeBaseManager.pdf I

© Elektrobit 2024 | Confidential information

October 17, 2024


https://www.autosar.org/fileadmin/standards/R23-11/CP/AUTOSAR_CP_SWS_SynchronizedTimeBaseManager.pdf

Mechanisms to Achieve Time Validation

Solution Approach

Fallback Virtual Clock

Secondary virtual clock using a
separate HW clock than the
primary adding redundancy as
well as ability to monitor virtual
local time.
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Rate Validation

Comprehensive validation
mechanism that confirms the
alignment of different clocks,
promoting accurate timekeeping
and synchronization across the
system.

Includes checks for Rate Jitter and
Rate Wander.

PDelay

Adding Propagation delay check
to ensure it's within a defined
threshold.
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Fallback virtual local time

A secondary Virtual Local Time derived from a HW clock different than that one used for deriving the primary Virtual
Local Time has been added. The Fallback Virtual Local Time can be used to monitor the primary Virtual Local Time
and as local replacement of the primary Virtual Local Time, if that one is not available.

+ Gpt

Can be derived from « Os counter

» Eth free running counter

When fallback is used instead of primary —) FALLBACK_TIME_EXTRAPOLATION

flag is set

Inconsistency between the two HW clocks TIME PROGRESSION INCONSISTENCY

> StbMMaxProgressionMismatchThreshold flag is set
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Rate validation

>

>

Rate Validation is to establish a robust framework for clock
synchronization, particularly in scenarios involving multiple clocks.

Clocks in a system can experience variations in their rates from effects like
rate jitter, or rate wander. Jitter describes a short-term frequency
variation while the term wander is typically used to describe rather long-
term frequency variations or drift. These variations, if left unchecked,
could lead to inaccurate timekeeping and synchronization issues.

The objective is to create a comprehensive validation mechanism that
confirms the alignment of different clocks, promoting accurate
timekeeping and synchronization across the system. Upon receiving slave
timing data from the Timesync module, StbM will perform rate validation
if time validation support is on. Rate validation includes check for

*Rate Jitter

*Rate Wander
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Rate lJitter

Rate Jitter refers to the variation or fluctuation in the rate at which a clock’s time drifts or deviates from the ideal
time reference over time.

~

/ A’I.("\'ulululwu_l = ’I.GI{J‘I:II - ‘].(-"h).l":l“l] .
TG — Global time

ATVyvatigation_1 = TVietty = TViei-1) TV — Virtual local time

TLsync — Interpolated local time
'A'I~L\'u{xdu!um_l = ’I‘L,\'ym-[” - ’I‘L.\'ym»{:—l) /

-

].(;\'ululuhtm_l 1

T Ly atidation_1

Checked against StbMRateditterThreshold = —) RATEJNTTERWANDER _EXCEEDED
o flag is set
T Ly atidation_1 !
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Rate Wander

The overall Rate Wander is given by aggregating several "Rate Jitter Samples Measurements". However, for validation purposes it
is sufficient to consider only the instantaneous variation by evaluating the current value of the Rate Jitter in between two
consecutive synchronizations and the current value of the rate wander, i.e., the frequency variation measured via an interval of N

re-synchronizations. StbM shall check both the progression of its Local Instance of the Global Time and the Global Time Master’s
time with its Virtual Local Time to calculate rate wander.

-

ATGvatidation N = TGRrei) — TGRe(i-N) .
TG — Global time

AT Watidgation_ N = TVReiiy — TVRe(i-n) TV — Virtual local time

. . . TLsync — Interpolated local time
Al L\'ululnlum_.\' - IL,\‘y”r.j.] - IL_\'!,;“-(.—A\'}

.

ATC ”\ “alidation__ N

_ 1
AT L\'ululuhuu_.\'

Checked against StbMRateWanderThreshold =~ ) RATETTERWANDER_EXCEEDED
ATV ’1‘“{..14.1,4;::_.\'

N flag is set
AI L\'ulululum_,\'
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Pdelay

Propagation delay measures time on wire between two ports. Since the Pdelay is also provided to the StbM by the

lower layer (EthTSyn), it can now apply checks to see if the calculated Pdelay on the Eth network remains within a
certain defined value.

Pdelay value from EthTSyn PDELAY_ EXCEEDED
> StbMPdelayValidationThreshold flag is set
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Next Steps

~/ Extend time validation to adaptive platform

Applying to CAN and FlexRay protocols

O\ Achieving ASIL D for overall GTS mechanism by extending
to time master & gateway
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