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Agenda

« Background and Challenges.

» Rational for MacSec and port-access control.

« |EEE802.1X-2020 specification and EAP over LAN framing.

« AUTOSAR MacSec Key Agreement (MKA) with pre-shared key.
* MKA protocol with EAP participation.

« EAP with TLS authentication method.

« EAP-TLS, towards standardization.
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Background & challenges

+ What is MacSec, and why is it used?
*  Cyber Security considerations and more focus on port-based access control.
Port-based access control regulates access to the network and critical data.
+ |EEE802.1X-2020 provides:
* specification on port access control and usage of 3 step security approach.
Definition of PAE (Port Access Entity), logon, authentication process & MacSec Key Agreement.

Definitions of EAPOL frame and PDU (Extensible Authentication Protocol Over LAN) as layer 2
frame.

AUTOSAR MacSec specification defined various part of the IEEE802.1X-2020.
+ Challenges:

AUTOSAR Standard MacSec specification does not consider usage of EAP-TLS as the
authentication method.

* How can we fit EAP-TLS in an AUTOSAR CDD framework to work with stack
How to align IEEE802.1X supplicant design to align with AUTOSAR methodology
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Rationale for MacSec and port-access control

« MacSec provides end-to-end encryption at the MAC layer.
* Prevents data tampering by any intermediate device or network.
« MacSec offers high performance and low latency.
« MacSec can exist with other security protocols (SSL/TLS, IPsec)
« Can operate at higher layers to provide added features (Tunneling, certificate-
based authentication). Source: MACsec: A Guide to LAN-WAN Security at the MAC Laver (linkedin.com)

Outher method: Inner method: ‘
e MSCHAPv2

il o e EAP-TLS Cisco ISE
o EAPFAST i - o=

© ciscozine.com
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https://www.linkedin.com/advice/0/what-pros-cons-using-macsec-lan-wan-security-skills-lan-wan

IEEE802.1X-2020 Frame Structure

EAP-TLS Supplicant: Multi-layer Encapsulation

Frame 16: 344 bytes on wire (2752 bits), 344 bytes captured (2752 bits)
Ethernet II, Src: 02:00:00:00:01:05 (02:00:00:00:01:05), Dst: Nearest-non-TPMR-bridge (01:80
802.10 Virtual LAN, PRI: @, DEI: @, ID: 1@

vers IEEES02.1X

Version: 802.1x-2010 (3)
Type: EAP Packet (0)
Length: 322

Extensible Authentication Protocol
Code: Response (2)
Id: 171
Length: 322
Type: TLS EAP (EAP-TLS) (13)

EAP Header
(RFC3748)

< IEEE802.1X Ethernet Frame > -
Destination Source MAC EtherType Protocol Packet Type Packet Body Packet Body -
MAC (0x888E) Version Length
e \
— - [EEE802.1X-2020 ——» \
Code Identifier | Length Type Flags Data (TLS Record) I
(Request/Response) (EAP-TLS)
“ EAP Packet - RFC3748 &/f»zﬁ »
p >
Content Type Version Length Handshake -
(TLs1.2) Protocol
<«—— TLSRecords —RFC5246 ——»

v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)

Version: TLS 1.2 (ex@3@3)

Length: 311 TLS Records

Vv Handshake Protocol: Client Hello
Handshake Type: Client Hello (1) (RFC5246)
Length: 307
Version: TLS 1.2 (@x0303)
Random: 633214051c39cb251078a5ce4@3d7b6de@17cal689804daS53364ee5463edbbes
Session ID Length: @
Cipher Suites Length: 208
Cipher Suites (104 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 58
Extension: signature_algorithms (len=14)
Extension: supported_groups (len=18)
Extension: ec_point_formats (len=2)
Extension: encrypt_then_mac (len=9)
Extension: extended master_secret (len«@)
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MacSec Key Agreement (MKA) with pre-shared key (PSK)

AUTO SAR
» MKA protocol allows PAEs to confirm
mutual possession of secure CAK and (gt} A
agree on MacSec Symmetric shared keys. L — Ly
» The Root of MKA sessions is the CAK s r o
(Connectivity Association Key), a secret C» [ Jimmemime e
key. (IEEE802.1X-2020 section 9.3 MKA Distributed SAK
key hierarchy) | SAKinstaled &
MACsec protected traffic
R T R A OS RSB TM  SSaAS

Source: Specification of MACsec Key Agreement (autosar.org)
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https://www.autosar.org/fileadmin/standards/R22-11/CP/AUTOSAR_SWS_MACsecKeyAgreement.pdf

MacSec Key Agreement (MKA) with CAK acquired through

SUPPLICANT PAE AUTHENTICATOR PAE AUTHENTICATION SERVER
< EAPOLEAD- EAP-RequestEAP-Identity
. . . EAP-Response/EAP-Identity ~Easor g ———————————————"-| >
+ EAP (Extensible Authentication Protocol et £AP RoqueslEAPTLS Start
; N FAOLE Source: |IEEE802.1X-2020
can be used to mutually authenticate a EAP-Response EAPTLS —rme e ———— === = ——— === > e r— e
. ClentHelo ===+ EAP RequeslEAPTLS Section 8. Authentication
supplicant PAE. < EAPOLEAP Server rslo using EAP
. . Server Certficate (AR DeviD)
° Server key Ex
EAP shall support key derivation, to gﬁm%ﬁ%aggm
H er Hello Done
generate MSK that is 64 bytes long. e
-Response/EAP-TLS ——————— >
Client Certificate(AR DeviD)  EAPOL-EAP
(IEEE802.1X-2020 MKA and EAP Gl Key Evchange | |
Client Certificate Verify | key_block |
methOdS) g:aerr}g%ﬁg:gsmc | label == "key expansion" |
< SRLEF "~ EAP-RequestEAPTLS | J \ | | |
Eap m,_.ﬁm | client | server | client | server | client | server
o | MAC | MAC | weite | write | IV | v
EAP-Response/EAP-TL! EFOLERF - ————-——--- » | | | | |
P Vv \ Vv Vv " "
<t EFOLEAFR - EAP-Success
Figure 1 - TLS [RFC4346] Key Hierarchy
Figure 8-2—Authenticator-initiated EAP-TLS (success)
EAP-TLS derives exported keying material and parameters as follows:
Key_Material = TLS-PRF-128(master_secret, "client EAP encryption”,
client.random server.random)
6.2.2 Using EAP for CAK key derivation [msk = Key_Material(®,63)
EMSK = Key_Material(64,127)
A pairwise CAK is derived directly from the EAP MSK using the following transform: v = TLS'PBF'“(""' "client EAP encryption”,
| CAK = KDF(Key. Label. macl | mac2. CAKlength) client.random || server.randon)
Source: IEEE802.1X-2020 - " - =
Section 6.2.2. Using EAP where Source: RFC 5216 - The EAP-TLS
for CAK key derivation Key  =MSK[0-15] for a 128 bit CAK. MSK[0-31] for a 256 bit CAK PP .
el EEES0R] EAP CAK" Authentication Protocol (ietf.orq)
macl = the lesser of the two source MAC addresses used in the EAPOL-EAP exchange (11.1.2)
mac2 = the greater of the two source MAC addresses used in the EAPOL-EAP exchange
CAKlength = two octets representing an integer value (128 for a 128 bit CAK. 256 for a 256 bit
CAK) with the most significant octet first
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https://www.semanticscholar.org/paper/Extensible-authentication-protocol-(EAP)-and-IEEE-Chen-Wang/65a666ead64915bcbeded13ebd83e2063201dd8d
https://datatracker.ietf.org/doc/html/rfc5216
https://datatracker.ietf.org/doc/html/rfc5216
https://www.semanticscholar.org/paper/Extensible-authentication-protocol-(EAP)-and-IEEE-Chen-Wang/65a666ead64915bcbeded13ebd83e2063201dd8d

Inner

IEEE802.1X-2020: Authentication using EAP-TLS| Authentication

Method (TLS,
MDS5 etc.)

Supplicant PAE CDD Authenticator PAE CDD O
| T TS et PAE A T A Tthenfioator PAE | NVM

Supplicant PAE Authenticator PAE
PP : ......... >Authentication 4 F

| | |

: EAP Higher Layer : : EAP & AAA Higher Layer (g aaafapMsg ~ Server LI

| — | | |

15§ ¢ | HIEE R IEEE802.1X KevM

22 E34 & 22 ! I 38 23 3 g ! S I / ey

J8g 888 3 §% | | 5358 888 § L upp icant
—==="=="=="==""717 "¢ v 11 i1 1. 1! 1 & 9w ~—~~-—"-"-7-——- 1 .
. ! ! ! Authenticator PAE
: enabled | | enabled : I D .
|~ authenticate | | authenticate | C .
| [P o ™| SUPELIST , , e el | omplex bevice | N| Crypto Services
| | results | | results | L_N D 1
! " ated | | fas HE river —/| Manager (Csm)
| | V
:. _________ | | I ;' [
73 <] % | [ ¥ s §M

g 3| 3 | [ 33 3!

gl gl g I I g g8 g !

I & §| 3 | | g 5§ 8

B D Pl PR 8 L PR I E S

Z_ N S
EAPOL PDU EAPOL PDU
TRANSMISSION & RECEF‘TION| | TRANSMISSION & RECEPTION Eth If Crypto SW/HW
I 1
EAPOL-EAP
e accelerator
EAFOLLogor

Legend: EAPOL-Start VE

—— Status, set and/or cleared by source —————> Signal (Intemal or in EAPOL frame) produced by source and consumed by destination

Figure 8-1—PAEs, PACP, EAP Messages, and EAPOL PDUs
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What are the PROS/CONS of EAP-TLS

Enhanced security with certificate based- Slower Ethernet Learning boot time
authentication

Dynamic CAK generation

End-to-end security at MAC level (device
protection)

EAP can provide flexibility on inner authentication
methos (TLS, MD5, chacha etc.)
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How EAP-TLS can fit in the AUTOSAR Stack ?

Ford’s current approach:

. Implementation as a CDD

Other solutions (towards standardization):
. Part of BSW layer, adjacent to MKA

TCPIIP protocol family

Eth Driver

AESCrypto ()

KEKResul()

Inner Authentication
Method (TLS, MD5 etc.)

KeyM
|IEEE802.1X Supplicant /
Authenticator PAE
Complex Device Driver
N Crypto Services
Manager (Csm)

e Ethif
= Crypto SW/HW
accelerator

v Vigleomon/seiaisgetinasisiiy) Source: Specification of TCP/IP
Stack (autosar.org) R22-11

Fimiiua 7 Ao MM/ A candiila fon 3lea OW Avakiiandiiua £ ALITACAD AN

Specification of MACsec Key
Agreement (autosar.orq)

NA UG Meeting - EAP-TLS CDD

Interface Considerations:
- Ethif (EAPOL frame routing).
- KeyM (Certificates Management).
- Csm (Crypto operations).
- NvM (Data persistency).
TLS (Inner Authentication Method).
Other Considerations:
- Isolation of EAP protocol from the authentication

method ?
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https://www.autosar.org/fileadmin/standards/R22-11/CP/AUTOSAR_SWS_TcpIp.pdf
https://www.autosar.org/fileadmin/standards/R22-11/CP/AUTOSAR_SWS_TcpIp.pdf
https://www.autosar.org/fileadmin/standards/R22-11/CP/AUTOSAR_SWS_MACsecKeyAgreement.pdf
https://www.autosar.org/fileadmin/standards/R22-11/CP/AUTOSAR_SWS_MACsecKeyAgreement.pdf

How EAP-TLS can fit in the AUTOSAR Stack ? Methad (TLS. M3 o1

Thought Starters & open forum discussion:
. EAP-TLS as 1 module within communication services ?

. Split of EAP from TLS authentication method ?'

. MKA to be within Communication HW Abstraction to interface with Ethlf + Ethernet MacSec Drivers ?

. Both MKA + EAP-TLS to be within Communication Services & interface with Ethlf?
. Single routing of IEEE802.1X (0x888E) frames from Ethlf to upper layer module owner ?
. Other ?

BswM PDU Router |IEEE802.1X Supplicant /
Authenticator PAE

Complex Device Driver

KeyM

Ethif

Crypto Services
Manager (Csm)

il

Crypto SW/HW
accelerator

TCP/IP Communication
Senvices

KEKResul()
AESCrypto ()

Finnira 7 2- MK A madiila in tha QW Architantiira nf AIITNQAR D

Specification of MACsec Key Agreement (autosar.org)
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https://www.autosar.org/fileadmin/standards/R22-11/CP/AUTOSAR_SWS_MACsecKeyAgreement.pdf

Key Takeaways:

 Integration of EAP-TLS CDD within AUTOSAR stack allowed interface
with standard AUTOSAR interfaces.

« Maximized usage of standard Csm, KeyM for cryptographic operations,
and certificate management.

« EAPOL framing leveraged Ethlf by defining frame owners for various
EAPOL packet types (EAP, MKA, Logoff, Start, etc).

AUTO SAR
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Thank you!
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