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1 Introduction and functional overview

The EthTSyn module handles the Time Synchronization Protocol on Ethernet as spec-
ified in [1, PRS-TimeSyncProtocol].

In addition to what is specified in [1, PRS Time Synchronization Protocol] the EthTSyn
module supports the following features:

e Debouncing of Timesync PDUs to avoid that a PDU with higher priority blocks
those with lower priority

¢ "Immediate" transmission of Time Synchronization messages for fast (re-) syn-
chronization of a Time Master and a Time Slave

The EthTSyn is tightly coupled to the Synchronized Time-Base Manager (StbM; refer
to [2, SWS-SynchronizedTimeBaseManager]), which is responsible for interpolating (a
local instance of) a Synchronized Time Base between the reception of 2 consecutive
Sync messages for that Time Base. The StbM also provides the service interface for
Time Synchronization to the application. Figure 1 shows the Time Synchronization
related modules in the AUTOSAR Layered Architecture.
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Figure 1.1: Timesync modules in the AUTOSAR Layered Architecture

The EthTSyn supports securing the global time messages on the Ether-
net communication bus. The figure below shows the time provider mod-
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ules interface with the security modules in the AUTOSAR Layered Architecture.

ECU 1 (master) ECU 2 (slave)

Crypto Service
Manager
(Icv
verification)

Crypto Service
Manager
(Icv
generation)

Secure Time message transmission Secure Time message reception

Figure 1.2: Timesync modules interface with security modules in the AUTOSAR Layered
Architecture
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2 Acronyms, Abbreviations and Definitions

This section lists module local Abbreviations and Definitions. For a complete set of
Synchronized Time Base related terms refer to the corresponding chapter in [3, SWS-

BSWGenerall.

Abbreviation / Acronym:

Description

(G)TD (Global) Time Domain

(G)T™M (Global)Time Master

<Bus>TSyn A bus specific Time Synchronization module

AVB Audio Video Bridging

BMCA Best Master Clock Algorithm

CID Company ID (IEEE)

CRC Cyclic Redundancy Checksum

CSM Crypto Service Manager

Debounce Time Minimum gap between sending (Event) messages.
DEM Diagnostic Event Manager

DET Default Error Tracer

ETH Ethernet

EthTSyn Time Synchronization Provider module for Ethernet
Follow_Up Time transport message (Follow-Up)

FV Freshness Value

FVM Freshness Value Manager

GM(C) Grand Master (Clock)

ICV Integrity Check Value

MAC Media Access Control

[context - Ethernet protocol]

MAC Message Authentication Code

[context - security]

OFS Offset synchronization

Pdelay Propagation / path delay as given in IEEE 802.1AS
Pdelay_Req Propagation / path delay request message
Pdelay_Resp Propagation / path delay response message

Pdelay_Resp_Follow_Up

Propagation / path delay Follow-Up message

PDU Protocol Data Unit

PTP Precision Time Protocol

StbM Synchronized Time-Base Manager

Timesync Time Synchronization

Sync Time synchronization message (Sync)

TG Time Gateway

TLV Type, Length, Value field (acc. to IEEE 802.1AS)
TS Time Slave

TSD Time Sub-domain

VLAN

Virtual Local Area Network
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3 Related documentation

3.1 Input documents
[1] Time Synchronization Protocol Specification
AUTOSAR_PRS_TimeSyncProtocol

[2] Specification of Synchronized Time-Base Manager
AUTOSAR_SWS_SynchronizedTimeBaseManager

[3] General Specification of Basic Software Modules
AUTOSAR_SWS BSWGeneral

[4] IEEE Standard 802.1AS-2011

[5] Requirements on Time Synchronization
AUTOSAR_RS_TimeSync

[6] General Requirements on Basic Software Modules
AUTOSAR_SRS BSWGeneral

[7] Specification of Crypto Service Manager
AUTOSAR_SWS_CryptoServiceManager

[8] Specification of CRC Routines
AUTOSAR_SWS_CRCLibrary

[9] Specification of Intrusion Detection System Manager
AUTOSAR_SWS_IntrusionDetectionSystemManager

3.2 Related specification

AUTOSAR provides

e a General Specification on Basic Software [3, SWS BSW General] which is also
valid for EthTSyn and

e a Time Synchronization Protocol Specification [1, PRS Time Synchronization
Protocol] which is also valid for EthTSyn.

Thus, the specification [3, SWS BSW General] and [1, PRS Time Synchronization
Protocol] shall be considered as additional and required specification for EthTSyn.
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4 Constraints and assumptions

4.1

Limitations

No support of BMCA protocol, like specified in [4, IEEE 802.1 AS].

No support of Announce and Signaling messages, like specified in [4, IEEE 802.1
AS].

The reception of a Pdelay_Req is not taken as a pre-condition to start with the
transmission of Sync messages.

The Rate Correction will be performed by the StbM, (refer to [2]) based on Sync
messages, which does not require the Pdelay mechanism, though the IEEE Stan-
dard mandates to calculate the rate correction based on Pdelay messages. This
is considered to be a deviation from the IEEE-Standard, but it is considered to
be interoperable. For some applications, e.g. for Audio/Video, it might be neces-
sary to use Pdelay based Rate Correction performed by EthTSyn itself, which is
optional and not considered by this specification.

The Time Validation use case (Time Validation enabled) requires that the Pdelay
measurement appears for a higher layer Validation application as if it was per-
formed with timestamps from that Global Time Base that needs to be validated.
The relevant timestamps are therefore mapped to the local instance of that Global
Time. This is not considered to be a deviation from the IEEE-Standard, as no re-
strictions on the on-wire timestamps arise, i.e. one can still put Virtual Local
Time into the PTP messages for each and every Pdelay measurement; only the
corresponding instances of Global Time must be made available.

EthTSyn will not maintain the Ethernet HW clock, but may use it as a source for
the Virtual Local Time.

While [4, IEEE 802.1 AS] states, that IEEE 802.1AS messages shall not have
a VLAN tag nor a priority tag, EthTSyn would allow Time Synchronization on
VLANSs under the condition, that the switch HW supports forwarding of reserved
multicast address using the range of 01:80:C2:00:00:00 .. OF.

"CRC secured" in the context of this document refers to CRC integrity protection
mechanism and does not imply that CRC is used as a cybersecurity solution.

While multidrop topology is used, pDelay measurement are not supported and
shall be set to static value.

No support of securing the messages of PDelay protocol.
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4.2 Accuracy

Time Master and Time Slave shall work with a Time Base reference clock accuracy as
defined in [4, IEEE 802.1 AS], "ANNEX B.1.2 Time measurement granularity".

4.3 Applicability to car domains

Automotive systems requiring a common Time Base for ECUs regardless of which bus
system the ECUs are connected to.
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5 Dependencies to other modules

The Global Time Synchronization over Ethernet (EthTSyn) has interfaces towards the
Synchronized Time-Base Manager (StbM), the Ethernet Interface (Ethlf), the Basic
Software Mode Manager (BswM), the Crypto Service Manager (CSM), the Intrusion
Detection System Manager (ldsM) and the Default Error Tracer (DET).

e StbM -
— Get and set the current time value
— Get FV from FVM

Ethlf - Receiving and transmitting messages

BswM - Coordination of network access

DET - Reporting of development errors
CSM -

— Generation of ICV for Time Master

— Verification of ICV for Time Slave

IdsM - Reporting of security events



EthIf_SetSwitchMgmtinfo

Crc_CalculateCRC8H2F «optional>»

<----- S

Det_ReportError «optional»
<----- [

Ethif_Transmit «optional»

EthIf_ProvideTxBuffer «optional»
<----- e

Ethif_GetCurrentTime «optional»
<C

EthIf_EnableEgressTimeStamp «optional»

<—————.——I—————
Ethlf_GetEgressTimeStamp «optional>»
<—————.——I—————
EthIf_GetingressTimeStamp «optional»
<< - —————

StbM_BusSetGlobalTime «optional»

StbM_GetCurrentVirtualLocal Time «optional>»

IdsM_SetSecurityEventWithContextDatémp“onal»

«module»
EthTSyn

gl

O

«realize» EthTSyn_GetVersioninfo
«realize» E[h‘g/?_mit
@
«realize» EthTSyn_MainFunction
@
«realize» EthTSyn_RxIndication
O
«realize» EthTSyn_SetTransmissionMode
O
«realize» EthTSyn_TrevLinkStateChg
O
«realize» EthT Syn_TxConfirmation
O
«realize» EthTSyn_Types

«optional»

O

StbM_GetCurrentTime

O

«optional» - gthif_switchEnableTimeStamping

«optional»

O

StbM_GetTimeBaseStatus

«optional»

O

StbM_GetTimeBaseUpdateCounter

«optional»

O

StbM_GetOffset

«optional»

O

Det_ReportRuntimeError

«optional»,
P SM_EthSetMasterTimingData

«optional» o
StbM_EthSetSlaveTimingData

optional . .
«op ? Csm_SignatureVerify

«optional»
Csm_MacGenerate

20

optional X
«op ” Csm_MacVerify

«optional»Csm_SignatureGenerate

Figure 5.1: Module dependencies of the EthTSyn module
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5.1 File structure
5.1.1 Code file structure

For details, refer to the section 5.1.6 "Code file structure" of the SWS BSW General
[3].
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6 Requirements Tracing

The following tables reference the requirements specified in [5, RS TimeSync] and [6,
SRS BSW General] and links to the fulfillment of these. Please note that if column
"Satisfied by" is empty for a specific requirement this means that this requirement is

not fulfilled by this document.

Requirement

Description

Satisfied by

[RS_Ilds_00810]

Basic SW security events

[SWS_EthTSyn_00231]
[SWS_EthTSyn_00261]
[SWS_EthTSyn_00262]

[RS_TS_00002]

The Implementation of Time
Synchronization shall maintain
its own Time Base

independently of the acting role.

[SWS_EthTSyn_00210]

[RS_TS_00034]

The Implementation of Time
Synchronization shall provide
measurement data to the
application

[SWS_EthTSyn_00212]
[SWS_EthTSyn_00213]
[SWS_EthTSyn_00216]
[SWS_EthTSyn_00217]
[SWS_EthTSyn_00218]
[SWS_EthTSyn_00219]
[SWS_EthTSyn_00220]
[SWS_EthTSyn_00221]
[SWS_EthTSyn_00222]
[SWS_EthTSyn_00223]
[SWS_EthTSyn_00224]
[SWS_EthTSyn_00225]

[RS_TS_20047]

The Timesync over Ethernet
module shall trigger Time Base
Synchronization transmission

[SWS_EthTSyn_00130]
[SWS_EthTSyn_00131]
[SWS_EthTSyn_00132]
[SWS_EthTSyn_00133]
[SWS_EthTSyn_00134]
[SWS_EthTSyn_00135]
[SWS_EthTSyn_00136]
[SWS_EthTSyn_00137]
[SWS_EthTSyn_00139]
[SWS_EthTSyn_00187]
[SWS_EthTSyn_00202]
[SWS_EthTSyn_00211]
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Requirement

Description

Satisfied by

[RS_TS_20048]

The Timesync over Ethernet
module shall support IEEE
802.1AS as well as AUTOSAR
extensions

[SWS_EthTSyn_00013]
[SWS_EthTSyn_00014]
[SWS_EthTSyn_00017]
[SWS_EthTSyn_00019]
[SWS_EthTSyn_00020]
[SWS_EthTSyn_00021]
[SWS_EthTSyn_00022]
[SWS_EthTSyn_00031]
[SWS_EthTSyn_00032]
[SWS_EthTSyn_00033]
[SWS_EthTSyn_00035]
[SWS_EthTSyn_00036]
[SWS_EthTSyn_00039]
[SWS_EthTSyn_00040]
[SWS_EthTSyn_00042]
[SWS_EthTSyn_00043]
[SWS_EthTSyn_00044]
[SWS_EthTSyn_00045]
[SWS_EthTSyn_00047]
[SWS_EthTSyn_00049]
[SWS_EthTSyn_00052]
[SWS_EthTSyn_00104]
[SWS_EthTSyn_00122]
[SWS_EthTSyn_00123]
[SWS_EthTSyn_00124]
[SWS_EthTSyn_00127]
[SWS_EthTSyn_00128]
[SWS_EthTSyn_00138]
[SWS_EthTSyn_00148]
[SWS_EthTSyn_00159]
[SWS_EthTSyn_00160]
[SWS_EthTSyn_00161]
[SWS_EthTSyn_00162]
[SWS_EthTSyn_00180]
[SWS_EthTSyn_00188]
[SWS_EthTSyn_00189]
[SWS_EthTSyn_00190]
[SWS_EthTSyn_00200]
[SWS_EthTSyn_00201]
[SWS_EthTSyn_00202]
[SWS_EthTSyn_00203]
[SWS_EthTSyn_00204]
[SWS_EthTSyn_00214]
[SWS_EthTSyn_00215]

[RS_TS_20051]

The Timesync over Ethernet
module shall detect and handle
errors in synchronization
protocol / communication

[SWS_EthTSyn_00019]
[SWS_EthTSyn_00020]
[SWS_EthTSyn_00021]
[SWS_EthTSyn_00022]
[SWS_EthTSyn_00029]
[SWS_EthTSyn_00129]
[SWS_EthTSyn_00145]
[SWS_EthTSyn_00146]
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Requirement

Description

Satisfied by

[RS_TS_20052]

The configuration of the Time
Synchronization over Ethernet
module shall allow the module to
work as a Time Master

[SWS_EthTSyn_00051]

[RS_TS_20053]

The configuration of the Time
Synchronization over Ethernet
module shall allow the module to
work as a Time Slave

[SWS_EthTSyn_00051]

[RS_TS_20054]

The Implementation of the Time
Synchronization shall evaluate
and propagate Time Gateway
relevant information

[SWS_EthTSyn_00051]

[RS_TS_20058]

The Timesync over Ethernet
module shall provide the
precision of Synchronized Time
Bases

[SWS_EthTSyn_00150]

[RS_TS_20059]

The Timesync over Ethernet
module shall access all
communication ports belonging
to Time Synchronization

[SWS_EthTSyn_00031]
[SWS_EthTSyn_00047]

[RS_TS_20061]

The Timesync over Ethernet
module shall support means to
protect the Time
Synchronization protocol

[SWS_EthTSyn_00080]
[SWS_EthTSyn_00086]
[SWS_EthTSyn 00087]
[SWS_EthTSyn_00096]
[SWS_EthTSyn_00111]

[RS_TS_20062]

The Timesync over Ethernet
module shall support user
specific data within the time
measurement and
synchronization protocol

[SWS_EthTSyn_00080]
[SWS_EthTSyn_00086]
[SWS_EthTSyn_00087]
[SWS_EthTSyn_00230]

[RS_TS_20063]

The Timesync over Ethernet
module shall use the Time
Synchronization protocol for
Synchronized Time Bases to
transmit and receive Offset Time
Bases

[SWS_EthTSyn_00198]
[SWS_EthTSyn_00199]

[RS_TS_20066]

The Timesync over Ethernet
module shall support a static
(pre)configuration of IEEE
802.1AS Pdelay

[SWS_EthTSyn_00200]
[SWS_EthTSyn_00201]

[RS_TS_20069]

The TimeSync over Ethernet
module shall provide read / write
access to bus protocol specific
parameters

[SWS_EthTSyn_00226]
[SWS_EthTSyn_00227]
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Requirement

Description

Satisfied by

[RS_TS_20072]

The Timesync over Ethernet
module shall support means to
secure the Time
Synchronization protocol

[SWS_EthTSyn_00104]
[SWS_EthTSyn_00232]
[SWS_EthTSyn_00233]
[SWS_EthTSyn_00234]
[SWS_EthTSyn_00235]
[SWS_EthTSyn_00236]
[SWS_EthTSyn_00237]
[SWS_EthTSyn_00238]
[SWS_EthTSyn_00239]
[SWS_EthTSyn_00240]
[SWS_EthTSyn_00241]
[SWS_EthTSyn_00242]
[SWS_EthTSyn_00243]
[SWS_EthTSyn_00244]
[SWS_EthTSyn_00245]
[SWS_EthTSyn_00246]
[SWS_EthTSyn_00247]
[SWS_EthTSyn_00248]
[SWS_EthTSyn_00249]
[SWS_EthTSyn_00250]
[SWS_EthTSyn_00251]
[SWS_EthTSyn_00252]
[SWS_EthTSyn_00253]
[SWS_EthTSyn_00254]
[SWS_EthTSyn_00255]
[SWS_EthTSyn_00256]
[SWS_EthTSyn_00257]
[SWS_EthTSyn_00258]
[SWS_EthTSyn_91001]
[SWS_EthTSyn_91002]

[SRS_BSW_00101]

The Basic Software Module shall
be able to initialize variables and
hardware in a separate
initialization function

[SWS_EthTSyn_000086]

[SRS_BSW_00323]

All AUTOSAR Basic Software
Modules shall check passed API
parameters for validity

[SWS_EthTSyn_00029]
[SWS_EthTSyn_00030]
[SWS_EthTSyn_00041]
[SWS_EthTSyn_00172]
[SWS_EthTSyn_00174]
[SWS_EthTSyn_00175]
[SWS_EthTSyn_00176]
[SWS_EthTSyn_00228]
[SWS_EthTSyn_00229]
[SWS_EthTSyn_00259]
[SWS_EthTSyn_00260]
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Requirement

Description

Satisfied by

[SRS_BSW_00337]

Classification of development
errors

[SWS_EthTSyn_00030]
[SWS_EthTSyn_00041]
[SWS_EthTSyn_00172]
[SWS_EthTSyn_00174]
[SWS_EthTSyn_00175]
[SWS_EthTSyn_00176]
[SWS_EthTSyn_00228]
[SWS_EthTSyn_00229]
[SWS_EthTSyn_00259]
[SWS_EthTSyn_00260]

[SRS_BSW_00385]

List possible error notifications

[SWS_EthTSyn_00030]
[SWS_EthTSyn_00144]
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7 Functional specification

This chapter defines the behavior of the module EthTSyn, responsible for the Time
Synchronization over Ethernet. The API of the module is defined in chapter 8, while
the configuration is defined in chapter 10.

7.1 Overview

The module EthTSyn is responsible to ensure the collection and distribution of syn-
chronized time information across the Ethernet network. It interacts with the StoM and
provides all Ethernet specific functions to the StbM.

7.1.1 General

Refer to chapter 5.1 General in [1, PRS Time Synchronization Protocol].

7.1.2 VLAN Support

[SWS_EthTSyn_00148] [If the parameter EthTSynFramePrio exists, the EthT-
SynGlobalTimeEthIfRef shall refer to a Virtual Ethernet Controller representing
a VLAN.|(RS_TS 20048)

[SWS_EthTSyn_00162] [Time Slave and Time Master shall use theEthTSyn-
FramePrio value as priority parameter when calling EthIf ProvideTxBuffer.|
(RS_TS_20048)

Refer to chapter 5.2 VLAN Support in [1, PRS Time Synchronization Protocol] for ad-
ditional requirements.

7.2 Initialization

The Global Time Synchronization over Ethernet is initialized via EthTSyn_TInit. Ex-
cept for EthTSyn_GetVersionInfo and EthTSyn_Init, the API functions of the
EthTSyn module may only be called when the module has been properly initialized.

[SWS_EthTSyn_00006] [A call to EthTsyn_Init initializes all internal variables and
sets the EthTSyn module to the initialized state. | (SRS_BSW _00101)

Note: Unless specified otherwise EthTSyn uses default values as given in [4, IEEE
802.1 AS].
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7.3 Handling of different Virtual Local Time sources

If HW Timestamping is enabled, the StbM could also use the ETH free running counter
for interpolation of the local instance of the Global Time. There are however use cases
when the StbM is configured to use the GPT instead, e.g.

e A Global Time Master or a Time Gateway is connected to different CAN/ETH
busses and HW timestamping of each CAN/ETH communication controller is un-
synchronized with each other.

In such a case conversions are required between the timestamps of different Virtual
Local Time sources:

e The StbM uses (i.e., captures, stores and returns) only timestamps in the scope
of its Virtual Local Time source.

e <Bus>TSyn modules thus need to convert timestamps from their Virtual Local
Time source to the scope of the StbM’s Virtual Local Time source in case different
scopes are used when either passing a global time to the StbM or when obtaining
it from the StbM (refer to alternative label "Time Source of StbM" in Figure 9.4,
Figure 9.5, and Figure 9.6).

e The conversion can happen linearly, i.e., no rate correction terms need to be
determined and applied.

[SWS_EthTSyn_00210] [EthTSyn shall discard a timestamp derived from the Ether-
net Controller HW (e.g., via EthIf_GetCurrentTime, EthIf_GetIngressTimeS-—
tamp Or EthIf_GetEgressTimeStamp), if the quality of the timestamp (refer to
Eth_TimeStampQualType) is indicated as ETH_INVALID Or ETH_UNCERTAIN. |
(RS_TS 00002)

7.4 Debounce Time

[SWS_EthTSyn_00130] [If EthTSynGlobalTimeDebounceTime is set to 0, Eth
TSyn shall ignore any debouncing.|(RS_TS_20047)

[SWS_EthTSyn_00131] [If EthTSynGlobalTimeDebounceTime is greater than 0,
EthTSyn shall always consider debouncing for all Timesync PDUs (Sync, Follow_Up,
Pdelay_Req, Pdelay_Resp and Pdelay_Resp_Follow_Up) as described below.
|(RS_TS 20047)

Note: The Debouncing avoids misassignment of time stamps to false event message.

[SWS_EthTSyn_00132] [EthTSynGlobalTimeDebounceTime represents the
reload value of a debounceCounter that shall be reloaded at that point in time,
where a Timesync PDU has been sent and that shall be decremented on each
EthTSyn_MainFunction call if no Timesync PDU is transmitted.

|(RS_TS_20047)
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[SWS_EthTSyn_00133] [A new Timesync PDU shall only be sent, if the correspond-
ing debounceCounter has reached 0.|(RS_TS_20047)

[SWS_EthTSyn_00187] [Each port of a EthTSynGlobalTimeDomain shall have its
own debounceCounter.|(RS_TS 20047)

7.5 Pdelay Protocol for Latency Calculation

This chapter defines EthTSyn specific requirements in addition to the generic require-
ments in chapter 5.6.1 "Pdelay Protocol for Latency Calculation" in [1, PRS Time Syn-
chronization Protocol].

The overall sequence of actions for the Pdelay measurement are given in Figure 9.3.

7.5.1 Pdelay Message Transmission

The detailed sequences of actions for the transmission of
e the Pdelay_Req message
e the Pdelay_Resp message and
e the Pdelay_Resp_Follow_Up message

are given in Figure 9.4.

[SWS_EthTSyn_00200] [If Master and Time Slave transmit Pdelay_Req for latency
calculation with the cycle (refer to PRS_TS_00011 in [1, PRS Time Synchronization
Protocol]), the following sequence shall be applied:

1. Get a free transmission buffer via EthIf ProvideTxBuffer

2. Activate the time stamping via EthIf_EnableEgressTimeStamp if EthTSyn-—
HardwareTimestampSupport is setto TRUE

3. Trigger transmit request via EthIf_Transmit.
|(RS_TS 20048, RS TS 20066)

[SWS_EthTSyn_00201] [If Time Master and Time Slave transmit Pdelay_Resp for la-
tency calculation (refer to PRS_TS 00012 in [1, PRS Time Synchronization Protocol])
the following sequence shall be applied:

1. Get a free transmission buffer via EthIf ProvideTxBuffer

2. Activate the time stamping via EthIf_EnableEgressTimeStamp if EthTSyn-
HardwareTimestampSupport is set to TRUE

3. Trigger transmit request via EthIf_Transmit
|(RS_TS 20048, RS TS 20066)
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[SWS_EthTSyn_00013] [On invocation of EthTSyn_TxConfirmation with param-
eter Result equal to E_OK the egress time stamp shall be retrieved for t1 from the
Ethlf via EthIf_GetEgressTimeStamp on egress of the Pdelay_Req message, if
EthTSynHardwareTimestampSupport is set to TRUE.

If the StbM does not use the Ethernet controller as source for the Virtual Local Time
(refer to parameter StbMLocalTimeHardware , in [2]), the EthTSyn shall convert the
egress time stamp to the Virtual Local Time as used in the StbM. | (RS_TS_20048)

[SWS_EthTSyn_00123] [On invocation of EthTSyn_TxConfirmation with parame-
ter Result equal to E_OK the egress time stamp shall be retrieved for t1 from the StoM
via StbM_GetCurrentVirtualLocalTime on egress of the Pdelay Req message,
if EthTSynHardwareTimestampSupport is setto FALSE. |(RS_TS_20048)

[SWS_EthTSyn_00159] [On invocation of EthTSyn_TxConfirmation with param-
eter Result equal to E_OK the egress timestamp shall be retrieved for t3 from the Eth
If via EthIf_FEnableEgressTimeStamp on egress of the Pdelay Resp message, if
EthTSynHardwareTimestampSupport is set to TRUE.

If the StbM does not use the Ethernet controller as source for the Virtual Local Time
(refer to parameter StbMLocalTimeHardware , in [2]), the EthTSyn shall convert the
egress time stamp to the Virtual Local Time as used in the StbM. | (RS_TS _20048)

[SWS_EthTSyn_00122] [On invocation of EthTSyn_TxConfirmation with parame-
ter Result equal to E_OK the egress timestamp shall be retrieved for t3 from the StoM
via StbM_GetCurrentVirtualLocalTime on egress of Pdelay Resp message, if
EthTSynHardwareTimestampSupport is setto FALSE. |(RS_TS_20048)

[SWS_EthTSyn_00225] [The Time Master shall set responseOriginTimestamp
(for the Pdelay_Resp_Follow_Up message) to t3.| (RS_TS_00034)

[SWS_EthTSyn_00014] [If EthTSynGlobalTimePdelayRespEnable is set to
TRUE, Time Master and Time Slave shall transmit Pdelay Resp_Follow_Up with the
transmission timestamp of that messages as defined in [SWS_EthTSyn_00159] as
well as defined in [1, PRS Time Synchronization Protocol] chapter 11.1.2 "Propagation
delay measurement" considering debounceCounter which represents a time offset
between Pdelay Resp and Pdelay Resp_Follow_Up.

For that, the following sequence shall be applied:
1. Get a free transmission buffer via EthIf_ProvideTxBuffer

2. Trigger transmit request with the transmission timestamp  of
[SWS_EthTSyn 00159]via EthIf_Transmit.

|(RS_TS_20048)

7.5.2 Pdelay Message Reception

The detailed sequences of actions for the reception of
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¢ the Pdelay_Req message

e the Pdelay_Resp message and

e the Pdelay_Resp_Follow_Up message
are given in Figure 9.5, Figure 9.6.

[SWS_EthTSyn_00160] [On invocation of EthTSyn_RxIndication the ingress
timestamp t2 shall be retrieved from the Ethlf via EthIf_GetIngressTimeStamp
on ingress of the Pdelay_Req message, if EthTSynHardwareTimestampSupport
is set to TRUE.

If the StbM does not use the Ethernet controller as source for the Virtual Local Time
(refer to parameter stbMLocalTimeHardware in [2]), the EthTSyn shall convert the
ingress time stamp to the Virtual Local Time as used in the StbM. | (RS_TS_20048)

[SWS_EthTSyn_00124] [On invocation of EthTSyn RxIndication the ingress
timestamp shall be retrieved for t2 from the StbM via StbM_GetCurrentVirtual-
LocalTime on ingress of Pdelay_Req message, if EthTSynHardwareTimestamp—
Support is set to FALSE.|(RS_TS _20048)

[SWS_EthTSyn_00224] [The Time Master shall set requestReceiptTimestamp
(to be used in the Pdelay_Resp message) to t2.| (RS_TS_00034)

[SWS_EthTSyn_00049] [On invocation of EthTSyn_RxIndication the ingress
time stamp shall be retrieved for t4 from the Ethlf via EEthIf_GetIngressTimeS-
tamp on ingress of the Pdelay Resp message, if EthTSynHardwareTimestamp-
Support is set to TRUE.

If the StbM does not use the Ethernet controller as source for the Virtual Local Time
(refer to parameter stbMLocalTimeHardware in [2]), the EthTSyn shall convert the
ingress time stamp to the Virtual Local Time as used in the StbM. | (RS_TS_20048)

[SWS_EthTSyn_00161] [On invocation of EthTSyn_RxIndication the ingress
time stamp shall be retrieved for t4 on ingress of the Pdelay_Resp message from the
StbM via StbM_GetCurrentVirtuallLocalTime, if EthTSynHardwareTimes—
tampSupport is set to FALSE.|(RS_TS_20048)

7.6 Message Format

Refer to chapter 5.3 Message format in [1, PRS Time Synchronization Protocol] for
additional requirements.

7.6.1 Sync and Follow_Up acc. to IEEE 802.1AS

Refer to chapter 5.3.1.1 Sync and Follow_Up acc. to IEEE 802.1AS in [1, PRS Time
Synchronization Protocol] .
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7.6.2 Sync and Follow_Up acc. to AUTOSAR

Refer to chapter 5.3.1.2 Sync and Follow_Up acc. to AUTOSAR in [1, PRS Time
Synchronization Protocol] .

7.6.2.1 Follow_Up Message Header [AUTOSAR]

Refer to chapter 5.3.1.3 Follow_Up Message Header [AUTOSAR] in [1, PRS Time
Synchronization Protocol] .

7.6.2.2 AUTOSAR TLV Sub-TLV’s

Refer to chapter 5.3.1.5 AUTOSAR TLV Sub-TLVs in [1, PRS Time Synchronization
Protocol] .

7.6.2.2.1 AUTOSAR TLV Sub-TLV: Time Secured

Refer to chapter 5.3.1.6 AUTOSAR TLV Sub-TLV: Time Secured in [1, PRS Time Syn-
chronization Protocol] .

7.6.2.2.2 AUTOSAR TLV Sub-TLV: Status Secured / Not Secured

Refer to chapter 5.3.1.7 AUTOSAR TLV Sub-TLV: Status Secured in [1, PRS Time
Synchronization Protocol] .

7.6.2.2.3 AUTOSAR TLV Sub-TLV: UserData Secured / Not Secured

[SWS_EthTSyn_00080] [ The AUTOSAR Sub-TLV: UserData shall be mapped to the
StbM_UserDataType, Whereas the User Byte number given in the message and
by the StbM_UserDataType shall match (UserByte_0 mapped to StbM_User-
DataType.userByte0 etc.).

The UserDatalength shall be mapped to StbM_UserDataType.StbM_User-
DataLength and vice versa.|(RS_TS 20061, RS_TS 20062)

Refer to chapter 5.3.1.8 AUTOSAR TLV Sub-TLV: UserData Secured / Not Secured in
[1, PRS Time Synchronization Protocol] for additional requirements.



AUTOSAR

7.6.2.2.4 AUTOSAR TLV Sub-TLV: OFS Secured / Not Secured

the corresponding AUTOSAR TLV Sub-TLV: OFS shall be mapped to the Follow_Up
Message of that Synchronized Time Domain.

[SWS_EthTSyn_00086] [If a Offset Time Domain on Ethernet references a Synchro-
nized Time Domain on Ethernet (refer to parameter StbMOffsetTimeBase in the
StbM), the corresponding AUTOSAR TLV Sub-TLV: OFS shall be mapped to the Fol-
low_Up Message of that Synchronized Time Domain.|(RS_TS 20061, RS_TS 20062)

[SWS_EthTSyn_00087] [The User Data of the AUTOSAR Sub-TLV: OFS shall be
mapped to the StbM_UserDataType, Whereas the byte number given in the message
and by the stbM_UserDataType shall match (UserByte_0 mappedto StbM_User-
DataType.userByte0 etc.).

The UserDatalength shall be mapped to StbM UserDataType.StbM _User-
DataLength and vice versa.|(RS_TS 20061, RS_TS 20062)

Refer to chapter 5.3.1.9 AUTOSAR TLV Sub-TLV: OFS Secured / Not Secured in [1,
PRS Time Synchronization Protocol] for additional requirements.

7.6.2.2.5 AUTOSAR TLV Sub-TLV: Time Authenticated

Refer to chapter 5.3.1.10 AUTOSAR TLV Sub-TLV: Time Authenticated in [1, PRS Time
Synchronization Protocol] .

7.7 Acting as Time Master

Refer to chapter 5.6.2 Acting as Time Master in [1] for additional requirements.

7.7.1 Message processing

Refer to chapter 5.6.3.1 Message Processing in [1] for additional requirements.

[SWS_EthTSyn_00202] [If the Time Master transmits a Sync message (refer to [PRS_
TS_00016] in [1]), the following sequence shall be applied:

e The Global Time Tuple [T0; TOy ] shall be retrieved from the StbM via stbM_ -
GetCurrentTime according to EthTSyn Egress Time Stamping.

o Get a free transmission buffer via EthIf Provide TxBuffer

e Activate the time stamping via EthIf_EnableEgressTimeStamp if EthTSyn-
HardwareTimestampSupport IS setto TRUE

e Trigger transmit request via EthIf_Transmit
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|(RS_TS 20047, RS_TS 20048)

Note: The timeBaseStatus can be read from StbM by StbM_GetTimeBaseStatus oOf
StbM_GetCurrentTime.

Note: EthTSyn Egress Time Stamping is shown in Figure 9.4.

[SWS_EthTSyn_00211] [The Time Master shall start cyclic transmission of Sync mes-
sages in the earliest possible EthTSyn_MainFunction call once the protocol require-
ment [PRS_TS_00016] is fulfilled. | (RS_TS_20047)

Note: "earliest possible" means:

e Inthe next EthTSyn_MainFunction, because GLOBAL_TIME_BASE is set out-
side the EthTSyn_MainFunction.

e In the current EthTSyn_MainFunction, when switching from immediate to
cyclic transmission (because this decision is made inside the EthTSyn_Main-
Function).

[SWS_EthTSyn_00127] [On invocation of EthTSyn_TxConfirmation with param-
eter 'Result’ equal to E_OK the egress time stamp of the Sync message shall be re-
trieved via EthIf_GetEgressTimeStamp from the EthIf and converted to the Vir-
tual Local Time T2y .1 according to EthTSyn_Egress_Time_Stamping, if EthTSyn-
HardwareTimestampSupport is set to TRUE.

|(RS_TS_20048)
Note: EthTSyn_Egress_Time_Stamping is shown in Figure 9.4

[SWS_EthTSyn_00017] [If EthTSynHardwareTimestampSupport is set to TRUE
and if the StbM does not use the Ethernet hardware counter as Virtual Local Time
Source for the Time Base, the following sequence shall be applied on invocation of
EthTSyn_TxConfirmation with parameter ’Result’ equal to E_OK or in the following
EthTSyn_MainFunction call:

1. Protect the following two steps against interruptions:

2. the current time of the Ethernet hardware counter shall be retrieved via EthIf -
GetCurrentTime from the EthIf and converted to the Virtual Local Time
T3vrr -

3. the current value of the Virtual Local Time of the Time Base shall be retrieved as
T4y r Via StbM_GetCurrentVirtuallLocalTime

4. the preciseOriginTimestamp shall be calculated as TO - (T3yrr - T2yrr) +
(Tdyer — TOyrr)

|(RS_TS_20048)

Note: When using interrupt mode with interrupt nesting disabled, the EthTsSyn does
not need to explicitly establish a protection against interruptions in EthTSyn_TxCon—
firmation, because this is implicitly done by the controller.
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[SWS_EthTSyn_00188] [If EthTSynHardwareTimestampSupport is set to TRUE
and if the StbM does use the Ethernet hardware counter as Virtual Local Time Source
for the Time Base, the preciseOriginTimestamp shall be calculated as TO + (T2y.r
- TOyrr) .| (RS_TS_20048)

[SWS_EthTSyn_00189] [If EthTSynHardwareTimestampSupport is setto FALSE
the preciseOriginTimestamp shall be calculated as TO + (T4yrr — TOyrr).|J(RS_-
TS 20048)

[SWS_EthTSyn_00204] [The Time Master shall consider the debounceCounter,
which represents a time offset between Sync and Fol1low_Up message, before trans-
mitting the Follow_Up message.|(RS_TS 20048)

[SWS_EthTSyn_00226] [The following parameters provided by the invocation of
EthTSyn_SetProtocolParam in argument protocolParam, shall be used by EthT-
Syn for the next Follow_Up information TLV message:

e cumulativeScaledRateOffset

e gmTimeBaselndicator

e lastGmPhaseChange

e scaledLastGmFreqChange
|(RS_TS_20069)

[SWS_EthTSyn_00203] [If the Time Master transmits a Follow_Up message (refer
to [PRS_TS_00018] in [1]), the following sequence shall be applied:

o Get a free transmission buffer via EthIf Provide TxBuffer

e Trigger transmit request with the transmission timestamp of [SWS _EthT-
Syn_00017]viaEthIf_Transmit

|(RS_TS_20048)

7.7.1.1 Runtime Error detection

[SWS_EthTSyn_00145] [If EthTSynMasterSlaveConflictDetection is set to
TRUE and if the Time Master receives a Sync message from another Time Mas-
ter, it shall report a runtime error by calling Det_ReportRuntimeError with error
code ETHTSYN_E_TMCONFLICT and discard the received Sync message.|(RS_-
TS _20051)

7.7.1.2 Frame Debouncing

Refer to chapter 5.6.2.1.1 Frame Debouncing in [1].
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7.7.1.3 Immediate Time Synchronization

In addition to the standard cyclic message transmission, an immediate message trans-
mission might be required. Depending on configuration, the EthTSyn module checks
on each EthTSyn_MainFunction call the necessity for a Timesync message trans-
mission for each Time Base, where a Master Port belongs to.

[SWS_EthTSyn_00134] [If EthTSynImmediateTimeSync is set to TRUE, EthT-
Syn shall check within each EthTSyn_MainFunction call by calling stbM_Get-
TimeBaseUpdateCounter if the returned timeBaseUpdateCounter has been
changed.|(RS_TS 20047)

[SWS_EthTSyn_00135] |If
e EthTSynImmediateTimeSync is setto TRUE

e and the timeBaseUpdateCounter[timeBaseld] for the updated Time Base
resp. timeBaseld has been changed

e and the GLOBAL_TIME_BASE bit within the timeBaseStatus, which is read from
StbM, is set,

EthTSyn shall trigger an immediate transmission of Time Synchronization messages
belonging to this Time Base.|(RS_TS_20047)

Note: The timeBaseStatus can be read from StoM by StbM_GetTimeBaseStatus oOf
StbM_GetCurrentTime.

The debounceCounter as described in section 7.4 has always to be considered.

[SWS_EthTSyn_00136] [If EthTSynImmediateTimeSync is set to TRUE, EthT-
SynCyclicMsgResumeTime shall be considered.|(RS TS 20047)

[SWS_EthTSyn_00137] [EthTSynCyclicMsgResumeTime represents the timeout
value of a cyclicMsgResumeCounter that shall be started when a Sync has been
sent immediately, asynchronous to the cyclic transmission. The cyclicMsgResume-
Counter shall be decremented on each invocation of EthTSyn_MainFunction if no
Timesync PDU is transmitted asynchronously. | (RS _TS _20047)

[SWS_EthTSyn_00139] [If the cyclicMsgResumeCounter has reached a value
equal or less than 0, EthTSyn shall resume cyclic Timesync message transmission
by sending a Sync.|(RS_TS 20047)

7.7.1.4 Secure Time Synchronization

Refer to the chapter 7.3.13 in StbM [2] for the configuration details of FV referenced in
each Time Domain.
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[SWS_EthTSyn_00246]{DRAFT} [When the FV is referenced (refer EthTSynIcv-
GenerationFvIdRef) and the configured truncated FV length (StbMFreshness-
ValueTruncLength) is equal to FV length (StbMFreshnessValueLength) in
StbM, the Time Master shall call the stbM_GetTxFreshness Api in order to obtain
the full FV by using the StbMFreshnessvaluelId.|(RS_TS 20072)

[SWS_EthTSyn_00247]{DRAFT} [When the FV is referenced (refer EthTSynIcv-
GenerationFvIdRef) and the configured truncated FV length (StbMFreshness-
ValueTruncLength) is less than FV length (StbMFreshnessValuelLength) in
StbM, the Time Master shall call the StbM_GetTxFreshnessTruncData Api in or-
der to obtain the full FV and the truncated FV by using the StbMFreshnessvalueld.]
(RS_TS 20072)

[SWS_EthTSyn_00248]{DRAFT} [If StbM_GetTxFreshness returns E_OK, the
Time Master shall construct of the AUTOSAR TLV Sub-TLV: Time Authenti-
cated with FV and use the full FV in ICV generation.|(RS_TS 20072)

[SWS_EthTSyn_00249]{DRAFT} [If StbM _GetTxFreshnessTruncData returns
E_OK, the Time Master shall construct of the AUTOSAR TLV Sub-TLV: Time Au-
thenticated with truncated FV and use the full FV in ICV generation.|(RS_ TS -
20072)

[SWS_EthTSyn_00250{DRAFT} [If StbM_GetTxFreshness Of StbM_Get-—
TxFreshnessTruncData returns E_NOT_OK, the Time Master shall:

e stop the ICV generation (refer Chapter 7.7.3.5 ICV Generation) and accordingly
set the ICV_Flags in AUTOSAR TLV Sub-TLV: Time Authenticated of
Follow_Up message,

e call Det_ReportRuntimeError with the parameter Errorld := ETHTSYN_E_ -
FRESHNESSFAILURE (refer [SWS_EthTSyn 00144]),

e call IdsM SetSecurityEventWithContextData with the param-
eters Eventld := ETHTSYN_SEV_FRESHNESS_NOT_AVAILABLE (refer
[SWS_EthTSyn_00261])

|(RS_TS 20072)

Refer to the chapter 10.2.5 in [7] for the configuration details of CSM job used for ICV
generation.

[SWS_EthTSyn_00251){DRAFT} [If EthTSynIcvGenerationBase for the Time
Domain is configured to 1cv_MAC, the Time Master shall call Csm_MacGenerate to
generate the 1cv value.|(RS_TS_20072)

[SWS_EthTSyn_00252]{DRAFT} [If EthTSynIcvGenerationBase for the Time
Domain is configured to ICV_SIGNATURE, the Time Master shall call Csm_Signa-
tureGenerate to generate the 1cv value.|(RS_TS_20072)

Note: The mode parameter is intentionally left open for the implementer to choose (
l.e. CRYPTO_OPERATIONMODE_SINGLECALL would possibly be the best option since
it does not require further calls to Csm).
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The CSM job used to generate the ICV can be configured to synchronous or asyn-
chronous behaviour.

[SWS_EthTSyn_00253]{DRAFT} [If the CSM job used to generate ICV is configured
in synchronous behaviour, the Time Master shall disable ICV generation timeout mon-
itoring. | (RS_TS_20072)

[SWS_EthTSyn_00254]{DRAFT} [If Csm_MacGenerate Or Csm_SignatureGen-
erate returns E_OK, the Time Master shall startthe EthTSynIcvGenerationTime—
out.|(RS_TS _20072)

[SWS_EthTSyn_00255]{DRAFT} [When the EthTSyn_IcvGenerationIndica-
tion callback is called, the Time Master shall stop the running ICV generation timeout
timer (EthTSynIcvGenerationTimeout).|(RS_TS 20072)

[SWS_EthTSyn_00256]{DRAFT} [If Csm_MacGenerate / Csm_SignatureGener—
ate returns E_NOT_OK or EthTSynIcvGenerationTimeout expires before the no-
tification of the EthTSyn_IcvGenerationIndication callback, the Time Master
shall:

e stop the ICV generation and accordingly set the ICV_Flags in AUTOSAR TLV
Sub-TLV: Time Authenticated of Follow_Up message,

e call IdsM_SetSecurityEventWithContextData with the parame-
ters Eventld := ETHTSYN_SEV_ICV_GENERATION_FAILED (refer to
[SWS_EthTSyn_00261])

|(RS_TS_20072)

[SWS_EthTSyn_00257]{DRAFT} [With the notification of the EthTSyn_IcvGenera-
tionIndication callback, the Time Master shall add the generated ICV to AUTOSAR
TLV Sub-TLV: Time Authenticated and transmit the Follow_Up message.|
(RS_TS 20072)

[SWS_EthTSyn_00258]{DRAFT} [The Time Master shall notify the successful trans-
mission of the Follow_Up message to FVM by calling StbM_SPduTxConfirma-
tion.|(RS_TS 20072)

7.7.2 Link State and Transmission Mode

[SWS_EthTSyn_00019] [A transceiver link state change (notification call of EthT-
Syn_TrcvLinkStateChg) from ETHTRCV_LINK_STATE_ACTIVE to ETHTRCV_
LINK_STATE_DOWN resets the state machines for transmission and reception of Time
Synchronization messages. | (RS_TS 20048, RS_TS 20051)

[SWS_EthTSyn_00020] [A transceiver link state change (notification call of EthT-
Syn_TrcvLinkStateChg) from ETHTRCV_LINK_STATE_DOWN to ETHTRCV_
LINK_STATE_ACTIVE (re-)starts the transmission and reception of Time Synchroniza-
tion messages.|(RS_TS 20048, RS_TS_20051)
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[SWS_EthTSyn_00021] [If EthTSyn_SetTransmissionMode is called and the pa-
rameter Mode equals ETHTSYN_TX_OFF, all transmit request from EthTSyn shall be
omitted on this Ethernet controller.| (RS_TS_20048, RS_TS_20051)

[SWS_EthTSyn_00022] [If EthTSyn_SetTransmissionMode is called and the pa-
rameter Mode equals ETHTSYN_TX_ON, all transmit request from EthTSyn on this
Ethernet controller shall be able to be transmitted. | (RS_TS_20048, RS_TS_20051)

7.7.3 Message Field Calculation and Assembling

Refer to chapter 5.6.2.2 Message Field Calculation and Assembling in [1] for additional
requirements.

7.7.3.1 SGW Calculation

Refer to chapter 5.6.2.2.1 SGW Calculation in [1].

7.7.3.2 OFS Calculation

[SWS_EthTSyn_00199] [ The Time Master shall get the Offset Time Base value from
the StbM via stbM_GetOffset.|(RS_TS 20063)

Refer to chapter 5.6.2.2.2 OFS Calculation in [1] for additional requirements.

7.7.3.3 CRC Calculation

Refer to chapter 5.6.2.2.3 CRC Calculation in [1] for additional requirements.

[SWS_EthTSyn_00096] [The function Crc_CalculateCRC8H2F as defined in [8]
shall be used to calculate the CRC if configured. |(RS_TS_20061)

7.7.3.3.1 AUTOSAR TLV Sub-TLV: Time Secured

Refer to chapter 5.6.2.2.3.1 AUTOSAR TLV Sub-TLV: Time Secured in [1].

7.7.3.3.2 AUTOSAR TLV Sub-TLV: Status secured

Refer to chapter 5.6.2.2.3.2 AUTOSAR TLV Sub-TLV: Status secured in [1].
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7.7.3.3.3 AUTOSAR TLV Sub-TLV: UserData secured

Refer to chapter 5.6.2.2.3.3 AUTOSAR TLV Sub-TLV: UserData secured in [1].

7.7.3.3.4 AUTOSAR TLV Sub-TLV: OFS secured

Refer to chapter 5.6.2.2.3.4 AUTOSAR TLV Sub-TLV: OFS secured in [1].

7.7.3.4 Sequence Counter (sequenceld) Calculation

Refer to chapter 5.6.2.2.4 Sequence Counter (sequenceld) Calculation in [1] for addi-
tional requirements.

7.7.3.5 ICV Generation

Refer to chapter 5.6.2.2.5 ICV Generation in [1].

7.7.3.6 Message Assembling

[SWS_EthTSyn_00104]{DRAFT} [Refer to chapter 5.6.2.2.5 Message Assembling in
[1].](RS_TS_20048, RS_TS 20072)

7.8 Acting as Time Slave

Refer to chapter 5.6.3 Acting as Time Slave in [1] for additional requirements.

7.8.1 Message processing

Additional content to this chapter can be found in [1] in chapter 5.6.3.1 Message Pro-
cessing.

[SWS_EthTSyn_00128] [On invocation of EthTSyn_RxIndication the ingress
time stamp shall be retrieved for the Sync message via EthIf_GetIngressTimeS-
tamp from the EthIf and converted to the Virtual Local Time T1y . according to

EthTSyn Ingress Time Stamping, if EthTSynHardwareTimestampSupport
is set to TRUE.|(RS_TS_20048)

Note: EthTSyn Ingress Time Stamping is shown in Figure 9.5 and Figure 9.6
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[SWS_EthTSyn_00138] [On invocation of EthTSyn_RxIndication for the Sync
message and if EthTSynHardwareTimestampSupport is set to TRUE and if the
StbM does use the Ethernet hardware counter as Virtual Local Time Source for the
Time Base:

e The T2y 1 part of the Rx Time Tuple shall be set to the value of T1y .1 (i.e.,
T2vrr = Tlvrr)

e The Sync reception delay Tsrp shall be setto 0
|(RS_TS _20048)

[SWS_EthTSyn_00180] [On invocation of EthTSyn_RxIndication and if EthT-
SynHardwareTimestampSupport is set to FALSE the following sequence shall be
applied:

e Immediately establish a protection against interruptions and run the next step
directly afterwards:

e Retrieve the reference time T1, ., for the Sync message via StbM_GetCur-
rentVirtualLocalTime from the StbM

e The protection against interruptions may be removed now.

The T2y part of the Rx Time Tuple shall be set to the value of T1y 7 (i.e., T2y =
T1lyrr). The Sync reception delay Tsgp shall be set to 0.

|(RS_TS_20048)

Note: Immediately protecting against interruptions means that there shall be no frame
checks before. If called in context of the Rx interrupt with interrupt nesting disabled,
protection against interruptions is implicitly done by the controller. Once the interrupts
are locked, it is ok to check whether the received message is a Sync message for which
a snapshot of the Virtual Local Time shall be taken, but no other frame checks (e.g.,
SC validation) shall be done before taking the snapshot. Once the snapshot has been
taken it is ok to remove the protection against interruptions and to make the necessary
validations. This means that a snapshot of the Virtual Local Time shall be taken even
if the succeeding validations fail and thus making the snapshot superfluous.

[SWS_EthTSyn_00190] [On invocation of EthTSyn_RxIndication, a reference
time shall be retrieved on reception of the Sync message if EthTSynHardware-
TimestampSupport is set to TRUE and if the StbM does not use the Ethernet hard-
ware counter as Virtual Local Time Source for the Time Base by applying the following
sequence:

e Protect the following two steps against interruptions:

e the current time of the Ethernet hardware counter shall be retrieved via EthIf -
GetCurrentTime from the EthIf and converted to the Virtual Local Time

T3verr
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e the current value of the Virtual Local Time of the Time Base shall be retrieved as
T2yrr Via StbM_GetCurrentVirtuallLocalTime

e the Sync reception delay Tsrp shall be calculated as T3y, — Tlypr
|(RS_TS_20048)

[SWS_EthTSyn_00052] [For a valid Follow_Up message a new Rx Time Tuple
[T2; T2y 7] shall be calculated and forwarded to the StbM module via stbM_Bus-—
SetGlobalTime, according to EthTSyn Ingress Time Stamping, where T2 is
the sum of:

e preciseOriginTimestamp,

e correctionField,

e Pdelay and

e the Sync reception delay Tsrp.
|(RS_TS_20048)

Note: The Pdelay value is not influenced significantly by a RateRatio acc to [4] Note-2
of chapter 11.2.15.2.4 "computePropTime():".

Note: EthTSyn Ingress Time Stamping is shown in Figure 9.5 and Figure 9.6.
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Figure 7.1: Rx message processing

[SWS_EthTSyn_00150] [On an invocation of StbM_BusSetGlobalTime the current
Pdelay value shall be passed by the parameter measureDataPtr->PathDelay. | (RS_-
TS_20058)
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[SWS_EthTSyn_00129] [When providing a new Global Time tuple to the StbM via
StbM_BusSetGlobalTime, EthTSyn shall set the SYNC _TO_ GATEWAY bit in time
BaseStatus (structure member, which is referenced by the parameter timeTuplePtr),
according to the SGW value (refer to [PRS_TS 00156]). The remaining status bits
shall be setto 0.|(RS_TS_20051)

[SWS_EthTSyn_00230] [If EthTSynMessageCompliance is either set to TRUE or if
EthTSynRxSubTLVUserData is set to FALSE, EthTSyn shall pass a NULL pointer
as parameter UserData of StbM_BusSetGlobalTime.|(RS_TS_20062)

[SWS_EthTSyn_00227] [On invocation of EthTSyn_GetProtocolParam EthTSyn
shall return the following values received in the latest Follow_Up information TLV via
argument protocolParam:

e cumulativeScaledRateOffset
e gmTimeBaselndicator

¢ lastGmPhaseChange

e scaledLastGmFreqChange

Member protocolType of argument protocolParam shall be set to STBM_TIMESYNC_
ETHERNET|(RS_TS_20069)

7.8.1.1 Runtime Error detection

[SWS_EthTSyn_00146] [If EthTSynMasterSlaveConflictDetection is set to
TRUE and if the Time Slave receives a Sync frame with different sourcePortldentity
(i.e., different MAC addresses), it shall report a runtime error by calling Det_Re-
portRuntimeError with error code ETHTSYN_E TSCONFLICT and discard the re-
ceived Sync frame.|(RS_TS_20051)

7.8.1.2 Frame Debouncing

Refer to chapter 5.6.3.1.1 Frame Debouncing in PRS-TimeSyncProtocol [1] for addi-
tional requirements.

[SWS_EthTSyn_00232]{DRAFT} [. During the EthTSynGlobalTimeRxDebounce-
Time, if the sequence is reset, then the Time Slave shall call TdsM_SetSecuri-
tyEventWithContextData with the parameters Eventld := ETHTSYN_SEV_SYNC_ -
FOLLOWUP_SEQUENCE_ERROR ( refer to [SWS_EthTSyn_00261] ) |(RS_TS_20072)
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7.8.1.3 Secure Time Synchronization

Refer to the chapter 7.3.13 in StbM [2] for the configuration details of FV referenced in
each Time Domain.

[SWS_EthTSyn_00233]{DRAFT} [When the FV is referenced (refer EthTSyn-
IcvVerificationFvIdRef), FVL is greater than 0 and 'ICV with FV’ bit is set in
ICV_Flags of received Follow_Up message, the Time Slave shall call the stbM_-
GetRxFreshness Api in order to obtain the Freshness Value by using

e the StbMFreshnessValueId from the reference EthTSynIcvVerifica-
tionFvIdRef

e the StbMTruncatedFreshnessValue as received in the FV field of the Fol-
low_Up message

e the StbMTruncatedFreshnessValueLength as received in the FVL field of
the Follow_Up message

e the StbMAuthVerifyAttempts as the number of failed verification attempt
counts for the current message (ICV verification attempt counter)

e the StbMFreshnessValueLength from the reference EthTSynIcvVerifi-
cationFvIdRef

|(RS_TS 20072)

[SWS_EthTSyn_00234]{DRAFT} [If StbM_GetRxFreshness returns E_OK, the
Time Slave shall use the FV in ICV verification.| (RS_TS_20072)

[SWS_EthTSyn_00235]{DRAFT} [If stbM_GetRxFreshness returns E_NOT_OK,
the current verification of received Follow_Up message is considered to be failed and
the Time Slave shall

e retry calling StoM_GetRxFreshness in the next Main Function
e increment the ICV verification attempt counter for this Follow_Up message.
|(RS_TS_20072)

[SWS_EthTSyn_00236]{DRAFT} [If the ICV verification attempt counter has reached
EthTSynIcvVerificationAttempts due to FV failure or FVL == 0 and ’ICV with
FV’ bit is set in ICV_Flags of received Fol1low_Up message, the Time Slave shall :

e stop the ICV verification (refer Chapter 7.8.2.5 ICV Verification) and discard the
received Follow_Up message,

e call Det_ReportRuntimeError with the parameter Errorld := ETHTSYN_E_ -
FRESHNESSFAILURE (refer [SWS_EthTSyn_00144]),

e call IdsM _SetSecurityEventWithContextData with the parame-
ters Eventld := ETHTSYN_SEV_FRESHNESS_NOT_AVAILABLE ( refer to
[SWS_EthTSyn_00261])
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|(RS_TS 20072)

Refer to the chapter 10.2.5 in [7] for the configuration details of CSM job used for ICV
verification.

[SWS_EthTSyn_00237){DRAFT} [If EthTSynIcvVerificationBase for the Time
Domain is configured to 1cv_MAC, the Time Slave shall call Csm_MacvVeri fy to verify
the Icv value.|(RS_TS_20072)

[SWS_EthTSyn_00238]{DRAFT} [If EthTSynIcvVerificationBase for the Time
Domain is configured to ICV_SIGNATURE, the Time Slave shall call Csm_Signa-
tureVerify to verify the 1cv value.|(RS_TS 20072)

Note: The mode parameter is intentionally left open for the implementer to choose (
l.e. CRYPTO_OPERATIONMODE_SINGLECALL would possibly be the best option since
it does not require further calls to Csm).

The CSM job used to generate the ICV can be configured to synchronous or asyn-
chronous behaviour.

[SWS_EthTSyn_00239]{DRAFT} [The ICV verification timeout observation is dis-
abled, when the CSM job to verify ICV is configured in synchronous behaviour. In this
case, the EthTsynIcvVerificationTimeout shall be setto 0.|(RS_TS 20072)

[SWS_EthTSyn_00240]{DRAFT} [If Csm_MacVerify Or Csm_SignatureVerify
returns E_OK, the Time Slave shall start the EthTSynIcvVerificationTimeout. |
(RS_TS 20072)

[SWS_EthTSyn_00241]{DRAFT} [If Csm_MacVerify or Csm_SignatureVerify
returns recoverable error code (e.g., CRYPTO_E_BUSY), the current verification of
received Follow_Up message is considered to be failed and the verification attempt
counter for this Follow_Up shall be incremented. | (RS_TS 20072)

[SWS_EthTSyn_00242]{DRAFT} [The EthTSynIcvVerificationTimeout shall
be stopped with the notification of the EthTSyn_TIcvverificationIndication
callback.|(RS_TS_20072)

[SWS_EthTSyn_00243]{DRAFT} [If the ICV verification attempt counter has reached
the configuration value EthTSynIcvVerificationAttempts or the verification of
the ICV has returned a non-recoverable error such as returning E_NOT_OK Or KEY_ -
FAILURE or EthTSynIcvVerificationTimeout expires before the notification of
the EthTSyn_IcvVerificationIndication callback, the Time Slave shall :

e stop the ICV verification (refer Chapter 7.8.2.5 ICV Verification) and discard the
received Follow_Up message,

e call IdsM _SetSecurityEventWithContextData with the parame-
ters Eventld := ETHTSYN_SEV_ICV_VERIFICATION_FAILED ( refer to
[SWS_EthTSyn_00261])

|(RS_TS 20072)
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[SWS_EthTSyn_00244]{DRAFT} [When the EthTSyn_IcvVerificationIndi-
cation callback is called and ICV verification result is successful, the Time Slave shall
accept the Follow_Up message and call StbM_BusSetGlobalTime to forward the
global time to StbM. | (RS_TS_20072)

[SWS_EthTSyn_00245]{DRAFT} [When the EthTSyn_IcvVerificationIndi-
cation callback is called and ICV verification result is unsuccessful, the Time Slave
shall discard the Follow_Up message.|(RS_TS 20072)

7.8.2 Message Field Validation and Disassembling

Additional content to this chapter can be found in [1] in chapter 5.6.3.2 Message Field
Validation and Disassembling.

7.8.2.1 SGW Calculation

Refer to chapter 5.6.3.2.1 SGW Calculation in [1].

7.8.2.2 OFS Calculation
[SWS_EthTSyn_00198] [The Time Slave shall forward the new Offset Time to the

StbM via stbM_BusSetGlobalTime (as calculated according to [PRS_TS 00110]),
if successfully validated.|(RS_TS_20063)

Refer to chapter 5.6.3.2.2 OFS Calculation in [1] for additional requirements.

7.8.2.3 CRC Validation

[SWS_EthTSyn_00111] [The function Crc_CalculateCRC8H2F as defined in [8]
shall be used to calculate the CRC if configured. |(RS_TS_20061)

Refer to chapter 5.6.3.2.3 CRC Calculation in [1] for additional requirements.

7.8.2.3.1 AUTOSAR TLV Sub-TLV: Time Secured

Refer to chapter 5.6.3.2.3.1 AUTOSAR TLV Sub-TLV: Time Secured in [1].

7.8.2.3.2 AUTOSAR TLV Sub-TLV: Status secured

Refer to chapter 5.6.3.2.3.2 AUTOSAR TLV Sub-TLV: Status secured in [1].
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7.8.2.3.3 AUTOSAR TLV Sub-TLV: UserData secured

Refer to chapter 5.6.3.2.3.3 AUTOSAR TLV Sub-TLV: UserData secured in [1].

7.8.2.3.4 AUTOSAR TLV Sub-TLV: OFS secured

Refer to chapter 5.6.3.2.3.4 AUTOSAR TLV Sub-TLV: OFS secured in [1].

7.8.2.4 Sequence Counter (sequenceld) Validation

Refer to chapter 5.6.3.2.4: Sequence Counter (sequenceld) Validation in AUTOSAR
Time Synchronization Protocol Specification[1] for additional requirements.

7.8.2.5 ICV Verification

Refer to chapter 5.6.3.2.5 ICV Verification in PRS-TimeSyncProtocol [1].

7.8.2.6 Message Disassembling

Refer to chapter 5.6.3.2.5 Message Disassembling in [1].

7.9 Time Recording
7.9.1 Time Validation

[SWS_EthTSyn_00212] [The EthTSyn shall support Time Validation, if EthTSyn-
TimeValidationSupport setto TRUE.|(RS_TS_00034)
[SWS_EthTSyn_00213] [If

e EthTSynTimeValidationSupport is enabled and

e EthTSynEnableTimeValidation for the Time Domain is enabled,

EthTSyn shall do time recording for Time Validation for that Time Domain|(RS_TS_-
00034)

[SWS_EthTSyn_00214] [If time recording for Time Validation is enabled for a Mas-
ter Port Domain of a Time Domain (refer to [SWS_EthTSyn_00212] and [SWS_Eth
TSyn_00213])
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the EthTsyn shall call StbM_EthSetMasterTimingData upon successful transmis-
sion of a Sync message (refer to EthTSyn TimesyncSequence)

|(RS_TS _20048)
Note: EthTSyn TimesyncSequence is shown in Figure 9.2

[SWS_EthTSyn_00215] [Upon invocation of StbM_EthSetMasterTimingData (re-
fer to [SWS_EthTSyn_00214]) the EthTSyn shall pass the following parameters

e the sequenceId of the sent Sync message,
e the sourcePortIdentity as sentinthe Sync message and

e the Virtual Local Time T2y .+ sampled on egress of the sync message (refer to
[SWS_EthTSyn_00127]),

e the preciseOriginTimestamp as copied to the Follow_Up message and
(refer to [SWS_EthTSyn_00188])

e the correctionField as copied to the Follow_Up message
by the parameter measureDataPtr.|(RS_TS_20048)
[SWS_EthTSyn_00216] |If

e time recording for Time Validation is enabled for a Time Domain (refer to [SWS_
EthTSyn_00212] and [SWS_EthTSyn_00213]) and

e EthTSyn is configured as Time Slave for that Time Domain

EthTSyn shall call sStbM_EthSetSlaveTimingData upon successful reception of a
FollowUp message (referto EthTSyn TimesyncSequence)

StbM_EthSetSlaveTimingData shall be called after StbM_BusSetGlobalTime. |
(RS TS 00034)

Note: EthTSyn TimesyncSequence is shown in Figure 9.2

Note: stbM_BusSetGlobalTime shall be called first, because it updates the Synclo-
cal Time Tuple (refer to [2]), which is required by StbM_EthSetSlaveTimingData).

[SWS_EthTSyn_00217] [Upon invocation of StbM _EthSetSlaveTimingData
EthTSyn shall pass following values

e the sequenceId received in the Follow_Up message,
e the sourcePortIdentity received in the Follow_Up message and

¢ the Virtual Local Time T1y . sampled on ingress of the Sync message (refer to
[SWS_EthTSyn_00128]),

e the preciseOriginTimestamp received in the Follow_Up message

e the correctionField received in the Follow_Up message and
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e the current value of the Pdelay
to the function by the parameter measureDataPtr.
The struct members
e measureDataPtr->referencelLocalTimestamp and
e measureDataPtr->referenceGlobalTimestamp
shall be passed as 0.|(RS_TS _00034)

Note: The EthTSyn passes 0 to avoid undefined values. The StbM will calculate the
structure members referenceLocalTimestamp and referenceGlobalTimestamp based
on the Synclocal Time Tuple (refer to SWS_StbM_00471 in [2]).

7.9.1.1 Recording of Pdelay Measurement

[SWS_EthTSyn_00218] |If

e time recording for Time Validation is enabled for a Time Domain (refer to [SWS _
EthTSyn_00212] and [SWS_EthTSyn_00213]) and

e EthTSyn is configured as Time Master for that Time Domain

EthTSyn shall call StbM_GetCurrentTime to retrieve a Time Tuple [T,.;ppresponder;
TvLT_refPDResponder] DEfOre sending the Pdelay_Resp message (refer to EthTSyn
PdelaySequence).|(RS_TS_00034)

Note: The Time Tuple [T,csppresponder; TVLT refPDResponder] Will D€ used for coher-
ent conversion of t2 or requestReceiptTimestamp and t8 or responseOrigin-
Timestamp into Global Time values, i.e., of instances in Virtual Local Time values into
instances in Global Time.

Note: EthTSyn PdelaySequence is shown in Figure 9.3
[SWS_EthTSyn_00219] |If

e time recording for Time Validation is enabled for the Time Domain (refer to [SWS_
EthTSyn_00212] and [SWS_EthTSyn_00213]) and

e EthTSyn is configured as Time Master for that Time Domain

EthTSyn shall call StbM_EthSetPdelayResponderData after the current Pdelay
measurement is finished, i.e., upon transmission of the Pdelay_Resp_Follow_Up
message (referto EthTSyn PdelaySequence).|(RS_TS 00034)

Note: EthTSyn PdelaySequence is shown in Figure 9.3
[SWS_EthTSyn_00220] [ The Time Master shall pass the following parameters
e the sequenceId of the received Pdelay_Req message and

e the sourcePortIdentity of the received Pdelay_Reqg message,
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e the sourcePortIdentity of the sent Pdelay_Resp message
e t2 (refer to [SWS_EthTSyn_00160], [SWS_EthTSyn_00124))
e t3 (refer to [SWS_EthTSyn_00159], [SWS_EthTSyn_00122]) and

o the Sampled reference Time Tuple [TrefPDResponder; TVLT_refPDResponder] (refer to
[SWS_EthTSyn_00218)])

to StbM_EthSetPdelayResponderData upon invocation by the parameter measure
DataPtr.| (RS TS _00034)

[SWS_EthTSyn_00223] [If time recording for Time Validation is enabled for the
Time Domain (refer to [SWS_EthTSyn_00212] and [SWS_EthTSyn_00213]), the Time
Slave shall call stbM_GetCurrentTime to retrieve a Time Tuple [T,c;pprmitiator;
TvLT_refPDInitiator] DEfOre sending the pbDelay_ Reqg message (refer to EthTSyn
PdelaySequence).|(RS_TS_00034)

Note: The Time Tuple Tuple [T,csppinitiator; TVLT _refPDinitiator] Will D€ used for coherent
conversion of t1 and t4 from Virtual Local Time values into Global Time values.

Note: EthTSyn PdelaySequence is shown in Figure 9.3
[SWS_EthTSyn_00221] |If

e time recording for Time Validation is enabled for the Time Domain (refer to [SWS_
EthTSyn_00212] and [SWS_EthTSyn_00213]) and

e EthTSyn is configured as Time Slave for that Time Domain

EthTSyn shall call StbM_EthSetPdelayInitiatorData after the current Pdelay
measurement is finished, i.e., upon reception of the Pdelay_Resp_Follow_Up mes-
sage (referto EthTSyn PdelaySequence ).|(RS_TS 00034)

Note: EthTSyn PdelaySequence is shown in Figure 9.3
[SWS_EthTSyn_00222] [The Time Slave shall pass the following parameters
e the sequenceId of the sent Pdelay_Reqg message,
e the sourcePortIdentity of the sent Pdelay_Reqg message,
e the sourcePortIdentity of the received Pdelay_Resp message
e t1 (refer to [SWS_EthTSyn 00013]),
t4 (refer to [SWS_EthTSyn_00049] ),
e the requestReceiptTimestamp from the Pdelay_Resp message,

e the responseOriginTimestamp from the Pdelay_Resp_Follow_Up mes-
sage,

e the sampled reference Time Tuple [T,ctppinitiator; TVLT refPDinitiator] (refer
[SWS_EthTSyn_00223])
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to StbM_EthSetPdelayInitiatorData upon invocation by the parameter mea-
sureDataPtr.|(RS_TS 00034)

7.10 Security Events

[SWS_EthTSyn_00231]{DRAFT} [If security event reporting has been enabled for the
EthTSyn module ( EthTSynEnableSecurityEventReporting is set to true) the
respective security events shall be reported to the IdsM [9] via the interfaces defined
in BSWGeneral [3].] (RS_Ids_00810)

The following table lists the security events which are standardized for the EthTSyn
together with their trigger conditions.

[SWS_EthTSyn_00261] Security events for EthTSyn |

Name Description ID
ETHTSYN_SEV_ICV_GENERATION_FAILED ICV generation for a Follow_Up message failed. 73
ETHTSYN_SEV_ICV_VERIFICATION_FAILED ICV verification of a received Follow_Up message failed. 74
ETHTSYN_SEV_FRESHNESS_NOT_ Failed to get freshness value from FvM. 75
AVAILABLE

ETHTSYN_SEV_SYNC_FOLLOWUP_ Failed to receive correct sequence of SYNC and Follow_ 76
SEQUENCE_ERROR Up from the TimeMaster within (EthTSynGlobalTimeFollow

UpTimeout).

|(RS_Ids_00810)

The following table describes the context data which shall be reported for the respective
security events:

[SWS_EthTSyn_00262]{DRAFT} Context data of respective Security events of Eth
TSyn |

Security Event Context Data
ETHTSYN_SEV_ICV_GENERATION_FAILED Context Data (1 Byte) - GlobalTimeDomainld
ETHTSYN_SEV_ICV_VERIFICATION_FAILED Context Data (1 Byte) - GlobalTimeDomainld
ETHTSYN_SEV_FRESHNESS_NOT_AVAILABLE Context Data (1 Byte) - GlobalTimeDomainld
ETHESYNfSEVﬁSYNCiFOLLOWUPisEQUENCEi Context Data (1 Byte) - GlobalTimeDomainld
ERROR

|(RS_Ids_00810)

7.11 Error Classification

Section 7.x "Error Handling" of the document "General Specification of Basic Software
Modules" describes the error handling of the Basic Software in detail. Above all, it
constitutes a classification scheme consisting of five error types which may occur in
BSW modules.
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Based on this foundation, the following section specifies particular errors arranged in

the respective subsections below.

[SWS_EthTSyn_00029] [On errors and exceptions, the EthTSyn module shall not
modify its current module state but shall simply report the error event. |(RS_TS 20051,

SRS_BSW_00323)

7.11.1 Development Errors

The detection of development errors is configurable (refer EthTSynDevErrorDe-

tect).
[SWS_EthTSyn_00030] |

Type of error Related error code Error value
API service used in un-initialized state ETHTSYN_E_UNINIT 0x20
EthTSyn initialization failed ETHTSYN_E_INIT_FAILED 0x21
API called with invalid controller index ETHTSYN_E_CTRL_IDX 0x22
API called with invalid pointer ETHTSYN_E_PARAM_POINTER 0x23
API called with invalid parameter ETHTSYN_E_PARAM 0x24

|(SRS_BSW_00337, SRS_BSW_00385, SRS_BSW _00323)

7.11.2 Runtime Errors

[SWS_EthTSyn_00144] |

Type of error Related error code Error value
Time Master conflict ETHTSYN_E_TMCONFLICT 0x01
Time Slave conflict ETHTSYN_E_TSCONFLICT 0x02
No FV available from the FVM ETHTSYN_E_FRESHNESSFAILURE 0x03

|(SRS_BSW _00385)

7.11.3 Transient Faulis

No Transient Faults defined.

7.11.4 Production Errors

No Production Errors defined.
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7.11.5 Extended Production Errors

No Extended Production Errors defined.
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8 API specification

8.1 API

8.1.1 Imported types

In this section all types included from the following modules are listed:
[SWS_EthTSyn_00031] |

Module Header File Imported Type

ComStack_Types ComStack_Types.h BufReq_ReturnType

Csm Rte_Csm_Type.h Crypto_OperationModeType
Rte_Csm_Type.h Crypto_ResultType
Rte_Csm_Type.h Crypto_VerifyResultType

Eth Eth_GeneralTypes.h Eth_BufldxType
Eth_GeneralTypes.h Eth_DataType
Eth_GeneralTypes.h Eth_FrameType
Eth_GeneralTypes.h Eth_TimeStampQualType
Eth_GeneralTypes.h Eth_TimeStampType

EthSwt Eth_GeneralTypes.h EthSwt_MgmtinfoType

EthTrcv Eth_GeneralTypes.h EthTrcv_LinkStateType

ldsM IdsM_Types.h IdsM_SecurityEventldType

StbM Rte_StbM_Type.h StbM_EthTimeMasterMeasurementType
Rte_StbM_Type.h StbM_EthTimeSlaveMeasurementType
Rte_StbM_Type.h StbM_PdelayInitiatorMeasurementType
Rte_StbM_Type.h StbM_PdelayResponderMeasurementType
Rte_StbM_Type.h StbM_PortldType
Rte_StbM_Type.h StbM_ProtocolParamType
Rte_StbM_Type.h StbM_SynchronizedTimeBaseType
Rte_StbM_Type.h StbM_TimeBaseStatusType
Rte_StbM_Type.h StbM_TimeStampShortType
Rte_StbM_Type.h StbM_TimeStampType
Rte_StbM_Type.h StbM_TimeSyncType
Rte_StbM_Type.h StbM_TimeTupleType
Rte_StbM_Type.h StbM_UserDataType
StbM.h StbM_MeasurementType
StbM.h StbM_VirtualLocalTimeType

Std Std_Types.h Std_ReturnType
Std_Types.h Std_VersionInfoType

|(RS_TS_20048, RS_TS_20059)
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8.1.2 Type definitions

8.1.2.1 EthTSyn_ConfigType

[SWS_EthTSyn_00032] |

Name EthTSyn_ConfigType
Kind Structure
Elements implementation specific
Type -
Comment -
Description This is the base type for the configuration of the Global Time Synchronization over Ethernet. A

pointer to an instance of this structure will be used in the initialization of the Global Time
Synchronization over Ethernet. The content of this structure is defined in chapter 10 Configuration

specification.

Available via

EthTSyn.h

|(RS_TS_20048)

8.1.2.2 EthTSyn_TransmissionModeType

[SWS_EthTSyn_00033] [

Name EthTSyn_TransmissionModeType

Kind Enumeration

Range ETHTSYN_TX_OFF 0x00 Transmission Disabled
ETHTSYN_TX_ON 0x01 Transmission Enabled

Description Handles the enabling and disabling of the transmission mode

Available via

EthTSyn.h

|(RS_TS_20048)

8.1.3 Function definitions

8.1.3.1 EthTSyn_lInit

[SWS_EthTSyn_00035] |

Service Name EthTSyn_Init
Syntax void EthTSyn_Init (
const EthTSyn_ConfigType* configPtr

)
Service ID [hex] 0x01
Sync/Async Synchronous
Reentrancy Non Reentrant
Parameters (in) configPtr ‘ Pointer to selected configuration structure

\Y
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A
Parameters (inout) None
Parameters (out) None
Return value None

Description

This function initializes the Time Synchronization over Ethernet.

Available via

EthTSyn.h

|(RS_TS _20048) See section 7.1.1 for details.

8.1.3.2 EthTSyn_GetVersioninfo

[SWS_EthTSyn_00036] [

Service Name

EthTSyn_GetVersioninfo

Syntax void EthTSyn_GetVersionInfo (
Std_VersionInfoTypex versioninfo

)
Service ID [hex] 0x02
Sync/Async Synchronous
Reentrancy Non Reentrant
Parameters (in) None
Parameters (inout) None
Parameters (out) versioninfo Pointer to where to store the version information of this module.
Return value None

Description

Returns the version information of this module.

Available via

EthTSyn.h

|(RS_TS_20048)

8.1.3.3 EthTSyn_SetTransmissionMode

[SWS_EthTSyn_00039] [

Service Name

EthTSyn_SetTransmissionMode

Sﬁﬂﬂax void EthTSyn_SetTransmissionMode (
uint8 CtrlIdx,
EthTSyn_TransmissionModeType Mode
)
Service ID [hex] 0x05
Sync/Async Synchronous
Reentrancy Non Reentrant
Parameters (in) Ctrlldx Index of the Ethernet controller
Mode ETHTSYN_TX_OFF ETHTSYN_TX_ON
Parameters (inout) None
Parameters (out) None
Return value None
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A

This APl is used to turn on and off the TX capabilities of the EthTSyn.
EthTSyn.h

Description

Available via

|(RS_TS 20048)

[SWS_EthTSyn_00172] [The function EthTSyn_SetTransmissionMode() shall inform
the DET, if development error detection is enabled (EthTSynDevErrorDetect (ECUC_
EthTSyn_00002 : ) is set to TRUE) and if function call has failed because of the
following reasons:

e Citrlldx is invalid (ETHTSYN_E_CTRL_IDX)
e Mode is invalid (ETHTSYN_E_PARAM)
|(SRS_BSW _00323, SRS_BSW _00337)

8.1.3.4 EthTSyn_SetProtocolParam

[SWS_EthTSyn_00330] [

Service Name EthTSyn_SetProtocolParam

Syntax Std_ReturnType EthTSyn_SetProtocolParam (
StbM_SynchronizedTimeBaseType timeBaseld,
const StbM_ProtocolParamType*x protocolParam

)

Service ID [hex] Oxa

Sync/Async Synchronous

Reentrancy Non Reentrant

Parameters (in)

timeBaseld

ID of the synchronized time base

protocolParam

structure with Follow_Up information TLV parameters

Parameters (inout) None

None
Std_ReturnType

Parameters (out)

Return value E_OK: successful

E_NOT_OK: failed

This APl is used to set FollowUp information TLV parameters of a Follow_Up message prior
transmission. The APl is called within StbM_SetBusProtocolParam which provides the content
of the structure protocolParam.

EthTSyn.h

Description

Available via

10

[SWS_EthTSyn_00228] [The function EthTSyn_SetProtocolParam() shall inform the
DET, if development error detection is enabled (EthTSynDevErrorDetect (ECUC_Eth
TSyn_00002 : ) is set to TRUE) and if function call has failed because of the following
reasons:

e timeBaseld does not belong to a Time Base, which is mapped to a Time Domain
with ID 0 ..15 in EthTSyn (Development Error: ETHTSYN_E_PARAM)

e protocolParam is NULL (Development Error: ETHTSYN_E_PARAM_POINTER)
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|(SRS_BSW_00323, SRS _BSW_00337)

8.1.3.5 EthTSyn_GetProtocolParam

[SWS_EthTSyn_00331] [

Service Name

EthTSyn_GetProtocolParam

Syntax Std_ReturnType EthTSyn_GetProtocolParam (
StbM_SynchronizedTimeBaseType timeBaseld,
StbM_ProtocolParamType* protocolParam

)

Service ID [hex] 0xb

Sync/Async Synchronous

Reentrancy Reentrant

Parameters (in) timeBaseld ID of the synchronized time base

Parameters (inout) None

Parameters (out)

protocolParam structure to store received Follow_Up information TLV parameters

Return value

Std_ReturnType E_OK: successful

E_NOT_OK: failed

Description

This APl is used to read FollowUp information TLV parameters from received Follow_Up
message.

Available via

EthTSyn.h

10

[SWS_EthTSyn_00229] [The function EthTSyn_GetProtocolParam() shall inform the
DET, if development error detection is enabled (EthTSynDevErrorDetect (ECUC_Eth
TSyn_00002 : ) is set to TRUE) and if function call has failed because of the following
reasons:

e timeBaseld does not belong to a Time Base, which is mapped to a Time Domain
with ID 0 ..15 in EthTSyn (Development Error: ETHTSYN_E_PARAM)

e protocolParam is NULL (Development Error: ETHTSYN_E_PARAM_POINTER)
|(SRS_BSW _00323, SRS_BSW _00337)

8.1.4 Call-back notifications

This is a list of functions provided for other modules.
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8.1.4.1 EthTSyn_RxIndication

[SWS_EthTSyn_00040] [

Service Name

EthTSyn_RxIndication

Syntax void EthTSyn_RxIndication (
uint8 CtrlIdx,
Eth_FrameType FrameType,
boolean IsBroadcast,
const uint8x PhysAddrPtr,
const uint8x DataPtr,
uintl6é LenByte
)
Service ID [hex] 0x06
Sync/Async Synchronous
Reentrancy Non Reentrant
Parameters (in) Ctrlidx Index of the Ethernet controller
FrameType frame type of received Ethernet frame
IsBroadcast Parameter to indicate a broadcast frame which can be ignored as
gPTP works over Multicast domain
PhysAddrPtr pointer to Physical source address (MAC address in network byte
order) of received Ethernet frame
DataPtr Pointer to payload of the received Ethernet frame (i.e. Ethernet
header is not provided).
LenByte Length of received data.
Parameters (inout) None
Parameters (out) None
Return value None

Description

By this API service the EthTSyn gets an indication and the data of a received frame.

Available via

EthTSyn.h

|(RS_TS _20048)

[SWS_EthTSyn_00041] [The callback function EthTSyn_RxIndication() shall inform
the DET, if development error detection is enabled (EthTSynDevErrorDetect (ECUC

EthTSyn_00002 :
following reasons:

) is set to TRUE) and if the function call has failed because of the

e Ctrlldx is invalid (ETHTSYN_E_CTRL_IDX)
o DataPtr or PhysAddrPtr is invalid (ETHTSYN_E_PARAM_POINTER)
|(SRS_BSW _00337, SRS _BSW_00323)
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8.1.4.2 EthTSyn_TxConfirmation

[SWS_EthTSyn_00042] [

Service Name EthTSyn_TxConfirmation

Syntax void EthTSyn_TxConfirmation (
uint8 CtrlIdx,
Eth_BufIdxType Bufldx,
Std_ReturnType Result
)
Service ID [hex] 0x07
Sync/Async Synchronous
Reentrancy Non Reentrant Dont care
Parameters (in) Ctrlldx Index of the Ethernet controller within the context of the Ethernet
Interface
Bufldx Index of the buffer resource
Result E_OK: The transmission was successful, E_ NOT_OK: The
transmission failed.
Parameters (inout) None
Parameters (out) None
Return value None

Description

Confirms the transmission of an Ethernet frame

Available via EthTSyn.h

|(RS_TS_20048)

[SWS_EthTSyn_00175] [The function EthTSyn_TxConfirmation() shall inform the
DET, if development error detection is enabled (EthTSynDevErrorDetect (ECUC_Eth
TSyn_00002 : ) is set to TRUE) and if function call has failed because of the following

reasons:

e Citrlldx is invalid (ETHTSYN_E_CTRL_IDX)
|(SRS_BSW_00323, SRS_BSW_00337)

[SWS_EthTSyn_00176] [On invocation of EthTSyn_TxConfirmation() with parameter
'Result’ equal to E_NOT_OK the process of collection of synchronized time distribution
shall be aborted and all intermediate result variables shall be reset to default value. |

(SRS_BSW_00323, SRS_BSW _00337)

8.1.4.3 EthTSyn_TrcvLinkStateChg

[SWS_EthTSyn_00043] [

Service Name EthTSyn_TrcvLinkStateChg
Syntax Std_ReturnType EthTSyn_TrcvLinkStateChg (
uint8 CtrlIdx,
EthTrcv_LinkStateType TrcvLinkState
)
Service ID [hex] 0x08

Y%
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A
Sync/Async Synchronous
Reentrancy Non Reentrant
Parameters (in) Ctrlldx Index of the Ethernet controller
TrevLinkState ETHTRCV_LINK_STATE_DOWN ETHTRCV_LINK_STATE _
ACTIVE
Parameters (inout) None
Parameters (out) None

Return value Std_ReturnType E_OK: successful

E_NOT_OK: failed

Description
Follow_Up sequences

Allows resetting state machine in case of unexpected Link loss to avoid inconsistent Sync and

Available via EthTSyn.h

|(RS_TS 20048)

[SWS_EthTSyn_00174] [The function EthTSyn_TrcvLinkStateChg() shall inform the
DET, if development error detection is enabled (EthTSynDevErrorDetect (ECUC_Eth
TSyn_00002 : ) is set to TRUE) and if function call has failed because of the following

reasons:
e Citrlldx is invalid (ETHTSYN_E_CTRL_IDX)
|(SRS_BSW _00323, SRS _BSW _00337)

8.1.4.4 EthTSyn_lcvGenerationindication

[SWS_EthTSyn_91001]{DRAFT} [

Service Name EthTSyn_IcvGenerationindication (draft)
Syntax void EthTSyn_IcvGenerationIndication (
uint32 jobId,
Crypto_ResultType result
)
Service ID [hex] 0xc
Sync/Async Synchronous
Reentrancy Reentrant
Parameters (in) jobld JobID of the operation that caused the callback.
result Contains the result of the cryptographic operation.
Parameters (inout) None
Parameters (out) None
Return value None
Description By this API service the EthTSyn gets an indication and the result of ICV generation.
Tags: atp.Status=draft
Available via EthTSyn.h

|(RS_TS 20072)
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[SWS_EthTSyn_00259]{DRAFT} [The function EthTSyn_IlcvGenerationindication()
shall inform the DET, if development error detection is enabled (EthTSynDevEr-—
rorDetect is set to TRUE) and if function call has failed because of the following
reasons:

e jobld is invalid (ETHTSYN_E_PARAM)
|(SRS_BSW _00323, SRS_BSW _00337)

8.1.4.5 EthTSyn_lcvVerificationIndication

[SWS_EthTSyn_91002]{DRAFT} [

Service Name EthTSyn_IcvVerificationIndication (draft)

Syntax void EthTSyn_IcvVerificationIndication (
uint32 jobId,
Crypto_ResultType result

)

Service ID [hex] Oxd

Sync/Async Synchronous

Reentrancy Reentrant

Parameters (in) jobld JoblID of the operation that caused the callback.
result Contains the result of the cryptographic operation.

Parameters (inout) None

Parameters (out) None

Return value None

Description By this API service the EthTSyn gets an indication and the result of ICV verification.

Tags: atp.Status=draft
Available via EthTSyn.h

|(RS_TS _20072)

[SWS_EthTSyn_00260]{DRAFT} [The function EthTSyn_lcvVerificationIndication()
shall inform the DET, if development error detection is enabled (EthTSynDevEr-—
rorDetect is set to TRUE) and if function call has failed because of the following
reasons:

e jobld is invalid (ETHTSYN_E_PARAM)
|(SRS_BSW _00323, SRS_BSW _00337)

8.1.5 Scheduled functions

The Basic Software Scheduler directly calls these functions. The following functions
shall have no return value and no parameters. All functions shall be non-reentrant.
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8.1.5.1 EthTSyn_MainFunction

[SWS_EthTSyn_00044] [

Service Name EthTSyn_MainFunction
Syntax void EthTSyn_MainFunction (
void
)
Service ID [hex] 0x09
Description Main function for cyclic call / resp. Sync, Follow_Up and Pdelay_Req transmissions
Available via EthTSyn_SchM.h

|(RS_TS_20048)

[SWS_EthTSyn_00045] [ The frequency of invocations of EthTSyn_MainFunction() is
determined by the configuration parameter EthTSynMainFunctionPeriod (ECUC_Eth
TSyn_00012 :).|(RS_TS_20048)

8.1.6 Expected Interfaces

In this section, all interfaces required from other modules are listed.

8.1.6.1 Mandatory Interfaces

There are no mandatory interfaces defined.

8.1.6.2 Optional Interfaces

This section defines all interfaces that are required to fulfill an optional functionality of
the module.

[SWS_EthTSyn_00047] [

API Function Header File Description

Crc_CalculateCRC8H2F Crc.h This service makes a CRC8 calculation with the
Polynomial 0x2F on Crc_Length

Csm_MacGenerate Csm.h Uses the given data to perform a MAC generation
and stores the MAC in the memory location pointed
to by the MAC pointer.

Csm_MacVerify Csm.h Verifies the given MAC by comparing if the MAC is
generated with the given data.

Csm_SignatureGenerate Csm.h Uses the given data to perform the signature
calculation and stores the signature in the memory
location pointed by the result pointer.
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API Function

Header File

Description

Csm_SignatureVerify

Csm.h

Verifies the given MAC by comparing if the signature
is generated with the given data.

Det_ReportError

Det.h

Service to report development errors.

Det_ReportRuntimeError

Det.h

Service to report runtime errors. If a callout has
been configured then this callout shall be called.

Ethlf_EnableEgressTimeStamp

Ethif.h

Activates egress time stamping on a dedicated
message object. Some HW does store once the
egress time stamp marker and some HW needs it
always before transmission. There will be no
"disable" functionality, due to the fact, that the
message type is always "time stamped" by network
design.

Ethlf_GetCurrentTime

Ethlf.h

Returns a time value out of the HW registers
according to the capability of the HW. Is the HW
resolution is lower than the Eth_TimeStampType
resolution resp. range, the remaining bits will be
filled with 0.

Important Note: Ethlf_GetCurrentTime may be
called within an exclusive area.

Ethlf_GetEgressTimeStamp

Ethif.h

Reads back the egress time stamp on a dedicated
message object. It must be called within the Tx
Confirmation() function.

Ethlf_GetlngressTimeStamp

Ethif.h

Reads back the ingress time stamp on a dedicated
message object. It must be called within the Rx
Indication() function.

Ethlf_ProvideTxBuffer

Ethif.h

Provides access to a transmit buffer of the specified
Ethernet controller.

Ethlf_SetSwitchMgmtinfo

Ethif.h

Provides additional management information along
to an Ethernet frame that requires special treatment
within the Switch. It has to be called between Ethlif
ProvideTxBuffer() and Ethlf_Transmit() of the related
frame.

Ethlf_SwitchEnableTimeStamping

Ethlif.h

Activates egress time stamping on a dedicated
message object, addressed by Ctrlldx and Bufldx.

Ethlf_Transmit

Ethif.h

Triggers transmission of a previously filled transmit
buffer

IdsM_SetSecurityEventWithContext
Data

IdsM.h

This APl is the application interface to report
security events with context data to the IdsM.

StbM_BusSetGlobalTime

StbM.h

Allows the Time Base Provider Modules to forward
the Rx Time Tuple to the StbM.

StbM_EthSetMasterTimingData (draft)

StbM_EthTSyn.h

Provides Ethernet Timesyn module specific data for
a Time Master to the StbM.

Tags: atp.Status=draft

StbM_EthSetPdelaylnitiatorData (draft)

StbM_EthTSyn.h

Tags: atp.Status=draft

StbM_EthSetPdelayResponderData
(draft)

StbM_EthTSyn.h

Tags: atp.Status=draft

StbM_EthSetSlaveTimingData (draft)

StbM_EthTSyn.h

Allows the EthTSyn Module to forward Ethernet
specific details to the StbM.

Tags: atp.Status=draft




AUTOSAR

API Function

Header File

Description

StbM_GetCurrentTime

StbM.h

Returns a time value (Local Time Base derived from
Global Time Base) in standard format.

Note: This API shall be called with locked interrupts
/ within an Exclusive Area to prevent interruption
(i.e., the risk that the time stamp is outdated on
return of the function call).

StbM_GetCurrentVirtualLocalTime

StbM.h

Returns the Virtual Local Time of the referenced
Time Base.

StbM_GetOffset

StbM.h

Allows the Timesync Modules to get the current
Offset Time and User Data.

StbM_GetRxFreshness (draft)

StbM.h

This interface is used by the StbM to query the
current freshness value.

Tags: atp.Status=draft

StbM_GetTimeBaseStatus

StbM.h

Returns detailed status information for a
Synchronized (or Pure Local) Time Base and, if
called for an Offset Time Base, for the Offset Time
Base and the underlying Synchronized Time Base.

StbM_GetTimeBaseUpdateCounter

StbM.h

Allows the Timesync Modules to detect, whether a
Time Base should be transmitted immediately in the
subsequent <Bus>TSyn_MainFunction() cycle.

StbM_GetTxFreshness (draft)

StbM.h

This API returns the freshness value from the Most
Significant Bits in the first byte, of the Freshness
array, in big endian format.

Tags: atp.Status=draft

StbM_GetTxFreshnessTruncData
(draft)

StbM.h

This interface is used by the StbM to obtain the
current freshness value. The interface function
provides also the truncated freshness transmitted in
the secured PDU.

Tags: atp.Status=draft

StbM_SPduTxConfirmation (draft)

StbM.h

This interface is used by the StbM to indicate that
the Secured Time Synchronization Message has
been initiated for transmission.

Tags: atp.Status=draft

|(RS_TS 20048, RS_TS 20059)




AUTOSAR

9 Sequence diagrams

Note: Please consider, that all sequence diagrams are use case specific (Ethernet
controller w/o Switch).

9.1 Ethlf_EnableEgressTimeStamp

EthTSyn Ethlf Eth

T T
| |
! !
| |
'
[EthT SynHardwareTimestampSupport = TRUE]:

1
Ethlf_EnableEgressTimeStamp(Ctrlldx: uint8, Bufldx: Eth_BufldxType): Std_RetumnType

L
|

EtthnabIeEgre&aTimesampicmIdx: uint8, Bufldx: Eth_BufldxType): Std_ReturnType

»

Figure 9.1: EnableEgressTimeStamp
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9.2 Time Synchronization Sequence

«module» «module» «module» «module»
StbM (Time EthTSyn (Time EthTSyn (Time StbM (Time
Slave): StbM Slave): EthTSyn Master): EthTSyn Master): StboM

T T
EthTSyn_MainFunction() |

|
StbM_GetCurrentTime(Std_ReturnType,
StbM_SynchronizedTimeBaseType,
StbM_TimeTupleType**, Stl?M_UserDataType**)

e - '{:J

Sync Message ()
RX ISR()

ref

(INTERNAL) EthTSyn Ingress Time Stamping | _je——————

Tx Confirmation ISR()

ref
EthTSyn_TxConfirmation [ (INTERNAL) EthTSyn Egress Time Stamping

I
EthTSyniMainFunction::EthTSyniMéinFunctiono

opt

[Time Validation enabled

measurementData = {sequehceld,
sourcePortld, wncEgreﬁTlmleslamp,
[ preciseOriginTimestamp} |

I
StbM_EthSetMasterTimingData |
(timeBaseld, &measurementData) |

-

Followup Message
(preciseOriginTimeStamp)

Rx ISR()

ref
(INTERNAL) EthTSyn Ingress Time Stamping -[

EthTSyn_MainFunction()

opt measurementData= {sequenceld,
[Time Validatign enabled] ”“’Tep"“'iv_ |
StbM_EthSetSlaveTimingData [ syncingressTimestamp,
P preciseOriginTimestamp,
(imeBaseld, rectionField, pDelay, 0, 0
&ImeasurementData) correctionField, pDelay, 0, 0}
<
<

&
i
|
|
|
|
|
|
|
|
|

Figure 9.2: : Time Synchronization Sequence
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9.3 Pdelay Measurement Sequence

«module» «module» «module» «module»
StbM (Time EthTSyn (Time EthTSyn (Time StbM (Time
Slave): StbM Slave): EthTSyn Master): EthTSyn Master): StboM
T T T T
| StbM_GetCurrentTime | EthTSyn_MainFunction() | |
| (Std_RetumType, | |
: StbM_SynchronizedTimeBaseType, : :
, StbM_TimeTupleType**, | |
opt | StbM_UserDataType**) | |
- . < I I
[Time Validation enabled] | |
et | |
| |
I I I
I I I
| pDelayRequest Message () Rx ISR() |
| 1
: ref
| " . (INTERNAL) EthTSyn Ingress Time Stamping
| Tx Confirmation ISR() —PD
ref |
(INTERNAL) EthTSyn Egress Time Stamping :l < |
I
I

EthT Syn_MainFunction()

requestReceiptTimestamp = t2

StbM_BusGetCurrentTime(timeBaseld,
opt ) &T_refPDResponder,

[Time Validation enabled] &Tvlt_refPDResponder, userData) >

e H

I

I

|
pDelayResponse Message (requeiseceiptTiTestamp)

Rx ISR() T
I
ref Tx |
(INTERNAL) EthTSyn Ingress Time Stamping ]47 Confirmation |
ISR( |
ref

EthTSyn_TxConfirmation() (INTERNAL) EthTSyn Egress Time Stamping

Il

EthT Syn_MainFunction()

responseOriginTimestamp = t3

L‘jj

I

I

I

|

|

|

I

I

I

|

I

I

I

|

|

L pDelayResponseFollowup Message

IT' (responseOriginTimestamp)

I
|
I
I
I
|
I
I
I
|
|
|
I
I
I
|

EthTSyn_MainFunction()

i

opt / measurementData= {requestSequenceld,
requestSourcePortld, responseSourquonld,

[Time Validation enabled]
t2, t3, Tvit_refPDResponder, I

M

T_refPDResponder}

I
I
StbM_EthSetPdelayResponderData |
(timeBaseld, measurementData) |

L

<~ 'ﬂ
LT

Rx ISR()

ref

(INTERNAL) EthTSyn Ingress Time Stamping <

EthTSyn_MainFunction()

opt measurementData= {requestSequenceld,
[Tirhe Validation enabled] requestSourcePortld, responseSourcePortld, t1, t4,
I []1_—| requestReceiptTimestamp, responseOriginTimestamp,
StbM_EthSetPdelaylnitiatorData|

| Tvlt_refPDInitiator, T_refPDlInitiator}
: (timeBaseld, measurementData)
1

o
|
I
I

A
v

Figure 9.3: : Pdelay Sequence
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9.4 EthTSyn Egress Timestamping

«module» «module» «module» «module»
StbM EthTSyn Ethif Eth

T T T

| | Ethlf_TxConfirmation(uint8, Eth_BufldxType,
: EthTSyn_TxConfirmation(uints, | _Std_RetumType) |
|

Eth_BufldxType, Std_RetunnType)

opt Message Type /

[Type T (Sync || Pdelay_Req || Pdelay_Resp)]

alt EthT SynHardwareTimestampSupport / Ethlf_GetEgressTimeStamp(Std_ReturnType, uint8,
Eth_BufldxType, Eth_TimeStampQualType**,
Eth_TimeStampType**)

Eth_GetEgressTimeStamp(Std_ReturnType, uint8,
Eth_BufldxType, Eth_TimeStampQualType**,

: Eth_TimeStampType**)
|

| e e <---—-——-———-—-—-—-—- :|

I

|

I

I

[EthT:Syn HardwareTimestampSupport == TRUH]

T2vit=*timeStampEgress

alt Message Type
[Type == Sync]
1

alt Time Source of StbM Follow_Up.preciseOriginTimestamp=T0+(T 2vit-TOvlt)

HINR

[Time Source of StbM == ETH freerunning [

Lo e e e a e ] e e b a2 [ I
[rime Source of StbM != ETH freerunning Ethlf_GetCurrentTime(Std_RetumType, uints,
| Eth_TimeStampQualType**, Eth_TimeStampType**)
|
| . PR [ =y
| StbM_GetCurrentVirtualLocalTime < Protect against interrupts from start of
| (Std_ReturnType, — EthIf GetCurrentTime() until
| StbM_SynchronizedTimeBaseType, ; T3vit = *timeStampPtr StbM_GetCurrentVirtualLocalTime()
| StbM_VirtualLocal TimeType**) C StbM_GetCurrentVirtualLocalTime() returns.
L @

d
e >
T4vit=*local TimePtr

|

: Follow_Up. preciseOriginTimestamp = TO + (T4vlit - TOvIt) - (T3vlt - T2vlt)
! Ll

|

T

T0 and TOvlt are captured by StoM_GetCurrentTime(), when it is
-[-T-y:;(; ::-P-d:-:*l-a-y- ';(;q'] """""""" 1 called for the SYNC message together with EthIf Transmit in the
| _

EthTSyn_MainFunction().
t1=T2vit
I [;

e e e R
[Type == Pdelay_Resp]
I

! C

3

Stbh{l_GetCurremVn ntualLocalTime(Std_RetumType, Call StbM_GetCurrentVirtualTime() as early as possible in the TxConfirmation.
| Sthisyn‘chronlzedTlmeBaseTer, Lock interrupts from entering the TxConfirmation until
| StbM_VirtualLocalTimeType™) StbM_GetCurrentVirtualTime() returns

T0 and TOvlt are captured by StbM_GetCurmentTime(), when it is
called for the SYNC message together with EthIf Transmit in
the EthTSyn_MainFunction().

Tavit = *local TimePtr

Follow_Up.preciseOriginTimestamp = TO + (T4vlt - TOvIt)

[T#pe == Pdelay_Req]

tl = *localTimePtr

[Type == Pdelay_Resp]

| t3 = Pdelay_Resp_Follow_Up.responseOriginTimestamp = *localTimePtr

1
|
|
N ] >
I
|

T L L
|

Figure 9.4: EthTSynEgressTimestamping
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9.5 EthTSyn Ingress Timestamping

«module» «module» «module» «module»
StbM EthTSyn Ethlf Eth

T
| |
| EthIf_RxIndication(uint8, Eth_FrameType, boolean, const
: int8*, const Eth_DataType*, uim]ie)

u
<
d

| EthTSyn_RxIndication(uint8, Eth_FrameType, boolean,
| const uint8*, const uint8*, uint16)

alt Message Type
[Sync || Pdglay_Req || Pdelay_Resp]
I

alt EthTSynHardwareTimestampSupport Ethif_GetingressTimeStamp(Std_ReturnType, uint8, const Eth_DataType*,
[EthT SynHardware TimestampSupport == THEth_TimeStampQualType**, Eth_TimeStampType**)

! Eth _GetingressTimeStamp(Std_RetumnType, uint8,
_const Eth_DataType*, Eth_TimeStampQualType**,
Eth_TimeStampType**)

|

|

|

5 [ .
| <-———-——————====

|

|

[ ; ingresTimesamp:*timerlamthr

...... o g O |t ) A
[EthTSyﬁHardwareTimegampsuppon == FAL$E]

Minimize delay, when sampling the Virtual Local Time:
e Call StbM_GetCurrentVirtualLocalTime() as early as possible
in the TxConfirmation.

Sth _GetCurrentVirtualLocal Time(Std_RetunType,
S!bM _SynchronizedTimeBaseType, StbM_VirtualLocalTimeType**)

o Prevent interruption from the beginning of RxIndication until
U _____________ > StbM_GetCurrentVirtualLocalTime() returns.
TT
ingressTimestamp = *localTimePtr

alt Message Type )

[Type =% Sync]
|

alt EthT SynHardwareTimestampSupport

[EtthbynHardwareTirnestampSuppon ==|TRUE]

1
alt Time Source of StbM

[Time Source of StbM != ETH free runpimg counter]
EthIf_GetCurrentTime(Std_ReturnType, uint8,
Eth_TimeStampQualType**, EtETTIimeS!ampType“)

convert *timeStampPtr _to_T3vIt;
convert ingressTimestamp to T1vlt;
Tsrd = T3vIt-T1vit

| StbM_GetCurrentVirtualLocalTime
| (Std_ReturnType, [
| stbM_SynchronizedTimeBaseType,
: StbM_VirtualLocal TimeType**)

For (EthTSynHardwareTimestampSupport == TRUE)
minimize delay, between sampling the Virtual Local Time
in StbM and Eth:

Preventinterruption from the beginning of

_ ~thif GetCurrentTime() until
; T2vit = *localTimePtr;
[ | StbM_GetCurrentVirtualLocalTime() returns.

ning counter]

convert ingressTimestamp to T1vlt;
]<__| T2vit=T1vit; Tsrd =0

ALSE]
| Tivit=T2vit=
[']q_—| ingressTimestamp; Tsd = 0
Il

1l
[P P

[Follow_| Up:|

Figure 9.5: EthTSyn Ingress Timestamping. Continued on the next page
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«module» «module» «module» «module»
StbM EthTSyn Ethlif Eth

alt Message Type
[Sync || Pdelay_Req || Pdelay_Resp]
1

alt Message Type )

[Type =F Sync] The sequence diagram is continued here. Please ignore all contents of the diagram on this page modeled
| before this note. They were modeled only to be able to continue the diagram appropriately at this point. The
| continuation of the diagram on the last page is under this box.

[Type = Pdelay_Req] 1
t2 = Pdelay_Resp.RequestReceiptTimestamp = ingressTimestamp
! E; “
|

[Type =+ Pdelay_Resp]
|

Pdelay = ((t4 - t1) - (t3 - ©2))/2

[Follow_Up]

| Alternatively, the Follow_Up branch can be called in the next Main function.

I
! 1

| *timeTuplePtr->globalTime = preciseOriginTimestamp +
! correctionField + Tsrd + Pdelay; *timeTuplePtr->localTime =
: T2vlt, *measureDataPtr = Pdelay

|
StbM_BusSetGlobalTime(Std_ReturnType, StoM_SynchronizedTimeBaseType, const StbM_TimeStampType*, const
StbM_UserDataType*, const StbM_MeasurementType*, const StbM_VirtualLocal TimeType*)
| <l

Figure 9.6: EthTSyn Ingress Timestamping
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9.6 Time measurement with Switches

9.6.1

Time Aware Bridge with GTM as Management CPU - Tx

«module» «module» «module»
StbM EthTSyn Ethif
T T T
| | |

opt isGlobal TimeMaster ) : :
[EthifSwitchManagementSupport == ON] | |
: [Type == Sync || Follow_Up]: :
! Ethif_ProvideTxBuffer(BufReq_ReturnType, uint8, g !
: Eth_FrameType, uint8, Eth_BufldxType**, uint8***, uint16**) =]
! e
I
| |
| |
: opt EthlIf Tx Switch management info activation / :
| [EthifSwitchManagementSupport == ON] |
I I
| Ethlf_SetSwitchMgmtinfo(return: Std_RetumType, Ctrlldx: uint8, |
| FBufldx: Eth_BufldxType, MgmtinfoPtr: EthSwt_MgmtinfoType*):
I Std_ReturnType
! k€ mm e e o
|
| PR T
| - |
.- |
Switch-Port opt EthIf Global Time Suppon/ :
] - — |
;Fmﬂi [EthifGlobalTimeSupport == ON] Ethlf_SwitchEnableTimeStamping(return: Std_RetumType, Ctrlldx: |
9 uint8, Bufldx: Eth_BufldxType, Mgmtinfo: EthSwt_MgmtinfoType**): |
< Std_ReturnType
I
I \ e
| N, N T
l N l
N N
I . N [Type == Follow_Up]: I
| Y . P - 1
| \ N preciseOriginTimestamp; correctionField = T3-T2; |
' N
: ' N Ethlf_Transmit(return: Std_ReturnType, Ctrldx: uint8, Bufldx: :
| ' AN Eth_BufldxType, FrameType: Eth_FrameType, TxConfirmation: boolean 1
| N AN LenByte: uint16, PhysAddrPtr: const uint8*)
: \ AN e ]
. N
| ' N an EthTSyn_TxConfirmation(Ctrlldx: uint8, Bufldx: Eth_BufldxType, an
| N N | Result: Std_ReturnType) |
: \ N
| - - n
| alt Ethif Tx Switch managément info processing /
: [EthifSwitchManagementSupRort == ON]
| *
: Y [Type == Sync]:
\
| '
| ' Ethlf_GetTxMgmtObject(return: Std_ReturnType, Ctrlldx: uint8, Bufldx:
| ' Eth_BufldxType, **MgmtObjectPtr: EthSwt_MgmtObjectType*)
I N
|
f N .
© StbM_GetGQurrentTime <Master ETH Sync/Follow_Up/Pdelay> |
<
N
T

opt Ethlf Tx Switch management info processing /

[EthIfSwitchManagementSupport == ON]

EthTSyn_MainFunction()

&& (usedRxMgmtObjectPtr->Ownership ==
ETHSWT_MGMT_OBJ_OWNED_BY_<UPPER_LAYER>)]:

usedTxMgmtObject timestamps ready to use

[Type == Sync]:
Get Port ingress timestamp T2;
Get Port egresstimestamp T3

Figure 9.7: Time Aware Bridge with GTM as Management CPU Sync_Up Follow_Up Tx

:

[(*MgmtinfoPtr->Switchldx == usedeMgmtObjectPtr—>MgmtInft:J.Switc.hIdx) &&
(*MgmtinfoPtr->SwitchPortldx == used TxMgmtObjectPtr->Mgmtinfo.SwitchPortldx)




AUTOSAR



AUTOSAR

9.6.2 Time Aware Bridge without GTM as Management CPU - Tx

«module» «module»
EthTSyn Ethif

T
I
I
Type == Sync || Follow_Up |
|
|

Ethif_ProvideTxBuffer(BufReq_ReturnType, uint8, Eth_FrameType, uint8,
Eth_BufldxType**, uint8***, uint16**) >
& ————— -
|
opt Ethif Tx Switch management info activation / :
[EthIfSW|tchManagementSupport == ON] : --------- ?;velt:izc—Port
EthiIf_SetSwitchMgmtinfo(return: Std_ReturnType, Ctrlidx: uint8, Bufldx: Eth_BufldxType, | handling
MgmtinfoPtr: EthSwt_MgmtinfoType*): Std_RetumnType
3 ,’,”,'
R e e e A
A
| A
I S
I z II ll
opt Ethif Global Time Supporl/ : ‘ !
[EthIfGIgb@I TimeSupport == ON] | )/ !
| . '
Ethlf_SwitchEnableTimeStamping(return: Std_ReturnType, Ctrlldx: uint8, Bufldx: - ! . ;
Eth_BufldxType, Mgmtinfo: EthSwt_MgmtinfoType**): Std_ReturnType o J !
e — e - / /"
II '
7 '
1 .
S
. | .
. [
[Type == Follow_Up]: K [
[ correctionField += (T7-T4); ) : )
‘II I/”
EthIf_Transmit(return: Std_ReturnType, Ctrlldx: uint8, Bufldx: Eth_BufldxType, FrameType: 1
I _Eth_FrameType, TxConfirmation: boolean, LenByte: uintl6, PhysAddrPtr: const uint8*) g
B .
e e —_—— -
LT / J

‘. '

<
’ ’
’ '

opt Ethif Tx Switch management info processing / .

[EthIfSpvitchManagementSupport == ON] /

[Type == Sync]: N
[; ,

'
EthIf_GetTxMgmtObject(return: Std_ReturnType, Ctrlldx: uint8, Bufldx: EthiBufldeype,
**MgmtObjectPtr: EthSwt_MgmtObjectType*)

e —————
E_OK]: sedTxMgmtObjectPtr = *MgmtObjectPtr;

an g an
| .
L s

opt Ethif Tx Switch management info processing /

[EthIfS\ivilchManagemenlSuppon == ON]

[(*MgmtinfoPtr->Switchldx == used TxMgmtObjectPtr->Mgmtinfo.Switchldx) &&
(*MgmtinfoPtr->SwitchPortldx == usedTxMgmtObjectPtr->Mgmtinfo.SwitchPortldx) &&
(usedRxMgmtObjectPtr->Ownership ==
ETHSWT_MGMT_OBJ_OWNED_BY_<UPPER_LAYER>)]:

I
EthTSyn_MainFunction()

usedTxMgmtObject timestamps ready to use

[Type == Sync]:
Get Port egresstimestamp T7

usedTxMgmtObject->Ownership = ETHSWT_MGMT_OBJ_UNUSED

L
|
|
|
|
|
|
|

Figure 9.8: EthTSyn_SwitchWithoutGTM_Sync_Follow_Up_Tx
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9.6.3 Time Aware Bridge without GTM as Management CPU - Rx

«module» «module» «module»
StbM EthTSyn Ethif

T

I
! EthTSyn_RxIndication(Ctrlldx: uint8, FrameType: J'_
Eth_FrameType, IsBroadcast: boolean, PhysAddrPtr: const uint8*, ™ |
DataPtr: const uint8*, LenByte: uint16)

[Type == Sync]:

opt EthIf Rx Switch management info processing /

[EthIfSwitchManpdementSupport == ON]

Ethif_GetRxMgmtObject(return: Std_ReturnType, Ctrlidx: uint8,

DataPtr: Eth_DataType*, *MgmtObjectPtr:
EthSwt_MgmtObjectType*)

Switch-Port
specific
handling

T
I
|
I
EthT Syn_MainFunction() I
I
|
I
opt EthIf Rx Switch management info processing / |

I

[EthIfSwitchManagementSupport == ON] |
[(*MgmtinfoPtr->Switchldx == usedRxMgmtObjectPtr->Mgmtinfo.Switch|dx) &&
(*MgmtinfoPtr->SwitchPortldx =: usedeMgmtObjectPtr >Mgmtlnf0 SwitchPortldx)
&& (usedRxMgmtObjectPtr->Ownership =
ETHSWT_MGMT_OBJ_OWNED_BY_<UPPER_LAYER>)]

I
usedRxMgmtObject timestamps ready to use :
I
[Type == Sync]: !
Get Port ingresstimestamp T4; |
Get Port egress timestamp T5; :
1

usedRxMgmtObject->Ownership = ETHSWT_MGMT_OBJ_UNUSED

StbM_BusSetGlobalTime(Std_RetumType, StbM_SynchronizedTimeBaseType, const Sth _TimeStampType*, const
Sth_UserDataT pe*, const StboM_MeasurementType*, const Sth_VlnuaILocaITlmeType*)

.
.
.
.
.
.
.
.
.
—5:0= _ -
f E{ N
I
|

Figure 9.9: EthTSyn_ SW|tchW|thoutGTM _Sync_Follow_Up_Rx
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9.7 Secure Time Synchronization Sequence

<<SWC / CDD>> «module»
FVM :Csm

«module»

StbM (Time
Slave): StbM

«module»
EthTSyn (Time
Slave): EthTSyn

«module»
EthTSyn (Time
Master): EthTSyn

«module»

StbM (Time
Master): StbM

«module»
:Csm

<<SWC/ CDD>>
FVM

_SyncMessage()
<

T
EthTSyn_MainFunction()

T
|
|
I
|
|
StbM_GetCurrentTime() |
|

I
|
:
|
|
:
|
|
:
|
|
I
:
| ¢

ref
JNTERNAL) EthTSyn Ingress Time Stamping

Rx ISR()

Followup_Message
(preciseOriginTimeStamp,SubTLV:
Time Authenticated)

G

|
|
|
I
|
I
|
|
|
I
Tx Confirmation() |

i EthT Syn_MainFunction()

|
Construct the |
Followup_Meaagle()
|
'
StbM_GetTxFreshneddTruncData()

L

|

o || ref )

VLIJ (INTERNAL) EthTSyn Ingress Time Stamping
|
|

ke ——————— ==

1
| EthTSyn_lcv_Generationindication()
L '

'
Add AR SubTLV :
TimeAuthenticated to
Followup_Message()

I
EthT Syn_MainFunction()
|

b

Rx ISR() !

[F-————— e ]

<
d

StbM_GetRxFreshness()

ref
(INTERNAL) EthTSyn Ingress Time Stamping

T L -
| EthTSyn_lcvVerificationindicationQ
>

[
StbM_BusSetGlobalTime()
[

!
StbM_SPduTxConfirmation()

i

e

-
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

Figure 9.10: Secure Time Synchronization Sequence
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10 Configuration specification

In general, this chapter defines configuration parameters and their clustering into con-
tainers. In order to support the specification chapter 10.1 describes fundamentals. It
also specifies a template (table) you shall use for the parameter specification. We
intend to leave chapter 10.1 in the specification to guarantee comprehension.

Chapter 10.2 specifies the structure (containers) and the parameters of the module
EthTSyn.

Chapter 10.4 specifies published information of the module EthTSyn.

10.1 How to read this chapter

For details refer to the chapter 10.1 "Introduction to configuration specification" in [3].

[SWS_EthTSyn_00051] [The EthTSyn module shall support the configuration for
Time Master, Time Slave and Time Gateway. | (RS_TS 20052, RS_TS_ 20053, RS_-
TS _20054)

10.2 Containers and configuration parameters

The following sections summarize all configuration parameters of the Global Time Syn-
chronization over Ethernet. The detailed meaning of the parameters is described in
chapters chapter 7 and chapter 8.

The module supports different post-build variants (previously known as post-build se-
lectable configuration sets), but not post-build loadable configuration.

10.2.1 EthTSyn

SWS ltem [ECUC_EthTSyn_00001]
Module Name EthTSyn
Description Configuration of the Synchronized Time-base Manager (StbM) module with

respect to global time handling on Ethernet.

Post-Build Variant Support true
Supported Config Variants VARIANT-PRE-COMPILE
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Included Containers

Container Name Multiplicity Scope / Dependency

EthTSynGeneral 1 This container holds the general parameters of the
Ethernet-specific Synchronized Time-base Manager

EthTSynGlobalTimeDomain 1.7 This represents the existence of a global time domain on

Ethernet. The EthTSyn module can administrate several global
time domains at the same time that in itself form a hierarchy of
domains and sub-domains.

If the EthTSyn exists it is assumed that at least one global time
domain exists.

EthSyn is shown in the Figure Figure 5.1

10.2.2 EthTSynGeneral

SWS ltem [ECUC_EthTSyn_00003]
Container Name EthTSynGeneral
Parent Container EthTSyn

Description

This container holds the general parameters of the Ethernet-specific Synchronized
Time-base Manager

Configuration Parameters

SWS Item [ECUC_EthTSyn_00058]
Parameter Name EthTSynDestPhyAddr
Parent Container EthTSynGeneral

Description Destination Physical Address (MAC-Address).
Destination Physical Hardware Address (MAC-Address) of EthTSyn-gPTP Frames.
Input format has to match xx:xx:xx:xx:xx:xx, where x stands for a hex value between 0
and F.

Multiplicity 1

Type EcucStringParamDef

Default value

01:80:C2:00:00:0E

Regular Expression

Post-Build Variant Value false

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00002]

Parameter Name

EthTSynDevErrorDetect

Parent Container

EthTSynGeneral

Description Switches the development error detection and notification on or off.
e true: detection and natification is enabled.
o false: detection and notification is disabled.

Multiplicity 1

Type EcucBooleanParamDef

V
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A
Default value false
Post-Build Variant Value false
Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -
Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00089]

Parameter Name

EthTSynEnableSecurityEventReporting

Parent Container

EthTSynGeneral

Description Switches the reporting of security events to the IdsM: - true: reporting is enabled. -
false: reporting is disabled.
Tags: atp.Status=draft

Multiplicity 1

Type EcucBooleanParamDef

Default value false

Post-Build Variant Value false

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00060]

Parameter Name

EthTSynGlobalTimeRxToUplinkSwitchResidenceTime

Parent Container

EthTSynGeneral

Description This parameter is specifying the default value used for the residence time of the
Ethernet Switch [Ingress to Uplink].
This value is used by the EthTSyn if the calculation of the residence time failed.
Unit: seconds
Multiplicity 0..1
Type EcucFloatParamDef
Range [0..4]
Default value 0
Post-Build Variant Multiplicity false
Post-Build Variant Value false
Multiplicity Configuration Class | Pre-compile time X All Variants
Link time -
Post-build time -
Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -
Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00061]

Parameter Name

EthTSynGlobalTimeUplinkToTxSwitchResidenceTime

Parent Container

EthTSynGeneral

Y%
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A
Description This parameter is specifying the default value used for the residence time of the
Ethernet Switch [Uplink to Egress].
This value is used by the EthTSyn if the calculation of the residence time failed.
Unit: seconds
Multiplicity 0..1
Type EcucFloatParamDef
Range [0..4]
Default value 0
Post-Build Variant Multiplicity false
Post-Build Variant Value false
Multiplicity Configuration Class | Pre-compile time X All Variants
Link time -
Post-build time -
Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -
Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00018]

Parameter Name

EthTSynHardwareTimestampSupport

Parent Container

EthTSynGeneral

Description Activate/Deactivate the hardware time stamping functionality of the Ethernet hardware.
True: Timestamp is retrieved from the Ethernet hardware False: Timestamp is retrieved
from the StbM

Multiplicity 1

Type EcucBooleanParamDef

Default value -

Post-Build Variant Value false

Value Configuration Class Pre-compile time X All Variants
Link time -

Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00012]

Parameter Name

EthTSynMainFunctionPeriod

Parent Container

EthTSynGeneral

Description Schedule period of the main function EthTSyn_MainFunction.
Unit: seconds.

Multiplicity 1

Type EcucFloatParamDef

Range 10 .. INF[

Default value -

Post-Build Variant Value false

Value Configuration Class Pre-compile time X All Variants
Link time —
Post-build time -

Scope / Dependency scope: local
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SWS Item

[ECUC_EthTSyn_00075]

Parameter Name

EthTSynMasterSlaveConflictDetection

Parent Container

EthTSynGeneral

Description Enables master / slave conflict detection and notification.
e true: detection and natification is enabled.
o false: detection and notification is disabled.
Multiplicity 1
Type EcucBooleanParamDef
Default value false
Post-Build Variant Value false
Value Configuration Class Pre-compile time All Variants
Link time
Post-build time
Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00029]

Parameter Name

EthTSynMessageCompliance

Parent Container

EthTSynGeneral

Description e true: IEEE 802.1AS compliant message format will be used.
o false: IEEE 802.1AS message format with AUTOSAR extension will be used.

Multiplicity 1
Type EcucBooleanParamDef
Default value -
Post-Build Variant Value false
Value Configuration Class Pre-compile time All Variants

Link time

Post-build time
Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00059]

Parameter Name

EthTSynSwitchMgmtRxMessageBufferCount

Parent Container

EthTSynGeneral

Description This parameter is used to determine the amount of Rx message buffers available in the
EthTSyn when EthTSyn is used in a Bridge configuration.

Multiplicity 0..1

Type EcuclntegerParamDef

Range 1. 254

Default value 10

Post-Build Variant Multiplicity false

Post-Build Variant Value false

Multiplicity Configuration Class | Pre-compile time All Variants
Link time
Post-build time

Value Configuration Class Pre-compile time All Variants
Link time
Post-build time

Scope / Dependency scope: local
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SWS Item

[ECUC_EthTSyn_00081]

Parameter Name

EthTSynTimeValidationSupport

Parent Container

EthTSynGeneral

Description Switches support for time validation on or off.
e true: time validation is enabled.
o false: time validation is disabled.
Multiplicity 1
Type EcucBooleanParamDef
Default value false
Post-Build Variant Value false
Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -
Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00015]

Parameter Name

EthTSynVersionInfoApi

Parent Container

EthTSynGeneral

Description Activate/Deactivate the version information API (EthTSyn_GetVersionInfo). True:
version information API activated False: version information AP| deactivated.
Multiplicity 1
Type EcucBooleanParamDef
Default value false
Post-Build Variant Value false
Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -
Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00062]

Parameter Name

EthTSynEthlfFrameType

Parent Container

EthTSynGeneral

Description The chosen frame owner determines which frames (in respect to ethertype) are
received.

Multiplicity 1

Type Reference to EthlfFrameOwnerConfig

Post-Build Variant Value false

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

Included Containers

Container Name Multiplicity Scope / Dependency

EthTSynSecurityEventRefs 0..1 Container for the references to ldsMEvent elements representing

the security events that the EthTSyn module shall report to the
IdsM in case the coresponding security related event occurs
(and if EthTSynEnableSecurityEventReportings set to "true").
The standardized security events in this container can be
extended by vendor-specific security events.

Tags: atp.Status=draft
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10.2.3 EthTSynSecurityEventRefs

SWS Item

[ECUC_EthTSyn_00090]

Container Name

EthTSynSecurityEventRefs

Parent Container

EthTSynGeneral

Description

Container for the references to ldsMEvent elements representing the security events
that the EthTSyn module shall report to the IdsM in case the coresponding security
related event occurs (and if EthTSynEnableSecurityEventReportings set to "true"). The
standardized security events in this container can be extended by vendor-specific
security events.

Tags: atp.Status=draft

Post-Build Variant Multiplicity false
Multiplicity Configuration Class | Pre-compile time X All Variants
Link time -

Post-build time -

Configuration Parameters

SWS Item

[ECUC_EthTSyn_00093]

Parameter Name

ETHTSYN_SEV_FRESHNESS_NOT_AVAILABLE

Parent Container

EthTSynSecurityEventRefs

Description FV not available from FVM. Context data provides the respective domain ID.
Tags: atp.Status=draft

Multiplicity 0..1

Type Symbolic name reference to IldsMEvent

Post-Build Variant Multiplicity false

Post-Build Variant Value false

Multiplicity Configuration Class | Pre-compile time X All Variants
Link time -
Post-build time -

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00091]

Parameter Name

ETHTSYN_SEV_ICV_GENERATION_FAILED

Parent Container

EthTSynSecurityEventRefs

Description ICV generation for Follow_Up message failed. Context data provides the respective
domain ID
Tags: atp.Status=draft

Multiplicity 0..1

Type Symbolic name reference to I[dsMEvent

Post-Build Variant Multiplicity false

Post-Build Variant Value false

Multiplicity Configuration Class | Pre-compile time X All Variants
Link time -
Post-build time -

Value Configuration Class Pre-compile time X All Variants
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Link time -

Post-build time -

Scope / Dependency

scope: local

SWS Item

[ECUC_EthTSyn_00092]

Parameter Name

ETHTSYN_SEV_ICV_VERIFICATION_FAILED

Parent Container

EthTSynSecurityEventRefs

Description ICV verification for Follow_Up message failed. Context data provides the respective
domain ID.
Tags: atp.Status=draft

Multiplicity 0..1

Type Symbolic name reference to IldsMEvent

Post-Build Variant Multiplicity false

Post-Build Variant Value false

Multiplicity Configuration Class | Pre-compile time X All Variants
Link time -
Post-build time -

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

No Included Containers

10.2.4 EthTSynGlobalTimeDomain

SWS Item [ECUC_EthTSyn_00004]
Container Name EthTSynGlobalTimeDomain
Parent Container EthTSyn

Description

This represents the existence of a global time domain on Ethernet. The EthTSyn
module can administrate several global time domains at the same time that in itself
form a hierarchy of domains and sub-domains.

If the EthTSyn exists it is assumed that at least one global time domain exists.

Configuration Parameters

SWS Item [ECUC_EthTSyn_00034]

Parameter Name EthTSynFramePrio

Parent Container EthTSynGlobalTimeDomain

Description This optional parameter, if present, indicates the priority of outgoing EthTSyn
messages, if sent via VLAN (used for the 3-bit PCP field of the VLAN tag). If this
optional parameter is not present, frames are sent without a priority and VLAN field.

Multiplicity 0..1

Type EcuclntegerParamDef

Range 0..7 |

Default value
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Post-Build Variant Multiplicity true
Post-Build Variant Value true
Multiplicity Configuration Class | Pre-compile time X Al Variants
Link time -
Post-build time -
Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -
Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00048]

Parameter Name

EthTSynGlobalTimeDebounceTime

Parent Container

EthTSynGlobalTimeDomain

Description This represents the configuration of a TX debounce time for Sync, Follow_Up, and p
Delay messages compared to a message before with the same PDU. Unit: seconds
Multiplicity 0..1
Type EcucFloatParamDef
Range [0..4]
Default value -
Post-Build Variant Value true
Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -
Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00005]

Parameter Name

EthTSynGlobalTimeDomainld

Parent Container

EthTSynGlobalTimeDomain

Description The global time domain ID.

Multiplicity 1

Type EcucintegerParamDef

Range 0.. 31

Default value -

Post-Build Variant Value false

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00094]

Parameter Name

EthTSynGlobalTimeRxDebounceTime

Parent Container

EthTSynGlobalTimeDomain

Description This represents the configuration of a RX debounce time for Sync and Follow_Up. Unit:
seconds
Tags: atp.Status=draft

Multiplicity 0..1

Type EcucFloatParamDef

Y%
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Range [0..4] |
Default value -
Post-Build Variant Multiplicity false
Post-Build Variant Value true
Multiplicity Configuration Class | Pre-compile time X All Variants
Link time -
Post-build time -
Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -
Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00065]

Parameter Name

EthTSynGlobalTimeEthlfRef

Parent Container

EthTSynGlobalTimeDomain

Description This represents the reference to the Ethernet interface taken to fetch the global time
information.

Multiplicity 0..*

Type Symbolic name reference to EthlfController

Post-Build Variant Value false

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00013]

Parameter Name

EthTSynSynchronizedTimeBaseRef

Parent Container

EthTSynGlobalTimeDomain

Description Mandatory reference to the required synchronized time-base.
Multiplicity 1
Type Symbolic name reference to StbMSynchronizedTimeBase
Post-Build Variant Value false
Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -
Scope / Dependency scope: local
Included Containers
Container Name Multiplicity Scope / Dependency
EthTSynGlobalTimeFollowUpDatal | O..1 The DatalDList for Follow_Up message ensures the
DList identification of data elements due to CRC calculation and
message authentication process.
EthTSynPortConfig 0.” Configuration of the EthTSyn-Ports within the TimeDomain.
EthTSynPortRole 0..1 Specifying the Role of the EthTSyn-Port (Master or Slave).
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EthTSyn: EcucModuleDef

lowerMultiplicity = 0
upperMultiplicity = 1

+containe$

EthTSynGlobalTimeFollowUpDatalDList:

EthTSynGlobalTimeDomain:

EcucParamConfContainerDef

EcucParamConfContainerDef

+subContainer
lowerMultiplicity = 0

upperMultiplicity = 1

lowerMultiplicity = 1
upperMultiplicity = *

+subContainer

EthTSynEnableTimeValidation:
EcucBooleanParamDef

defaultvalue = false

+parameter

EthTSynPortConfig:
EcucParamConfContainerDef

+parameter

lowerMultiplicity = 0
upperMultiplicity = *
EthTSynSynchronizedTimeBaseRef: . i
EcucReferenceDef +destination StbMSynchronizedTimeBase:
+reference —— EcucParamConfContainerDef
lowerMultiplicity = 1 —
upperMultiplicity = 1 IowerMultlbpll.u.ty = 1
requiresSymbolicNameValue = true upperMultiplicity =
+parameter EthTSynGlobalTimeDomainld:
o EcucintegerParamDef
. i min =0
EthTSynGlobalTimeRxDebounceTime: max = 31
EcucFloatParamDef
+parameter
min =0
max =4
lowerMultiplicity = 0
upperMultiplicity = 1
EthT SynGlobalTimeMaster:
EcucParamConfContainerDef
EthTSynPortRole: +choice —
EcucChoiceContainerDef lowerMultiplicity = 0
upperMultiplicity = 1
lowerMultiplicity = 0
+subContainer upperMultiplicity = 1
. EthTSynGlobalTimeSlave:
*+choice EcucParamConfContainerDef
lowerMultiplicity = 0
upperMultiplicity = 1
EthTSynGlobal TimeEthifRef: EthifController:
+reference [EcicRefarancebe +destination EcucParamConfContainerDef
lowerMultiplicity = 0 lowerMultiplicity = 1
upperMultiplicity = * upperMultiplicity = *
requiresSymbolicNameValue = trug|
EthTSynFramePrio:
EcucintegerParam Def
miR=E EthTSynGlobalTimeDebounceTime:
+parameter max=7 Y :
o EcucFloatParamDef
lowerMultiplicity = 0 ——
upperMultiplicity = 1 min =0
max =4

lowerMultiplicity = 0
upperMultiplicity = 1

Figure 10.1: EthTSynGlobalTimeDomain

10.2.5 EthTSynGlobalTimeFollowUpDatalDList

SWS Item

[ECUC_EthTSyn_00030]

Container Name

EthTSynGlobalTimeFollowUpDatalDList

Parent Container

EthTSynGlobalTimeDomain

\Y%
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Description

The DatalDList for Follow_Up message ensures the identification of data elements due
to CRC calculation and message authentication process.

Post-Build Variant Multiplicity

true

Multiplicity Configuration Class

Pre-compile time

X All Variants

Link time

Post-build time

Configuration Parameters

Included Containers

Container Name

Multiplicity

Scope / Dependency

EthTSynGlobalTimeFollowUpDatal
DListElement

16

Element of the DatalDList for Follow_Up message ensures the
identification of data elements due to CRC calculation and
message authentication process.

EthT Syn: EcucModuleDef

lowerMultiplicity = 0
upperMultiplicity = 1

+container?

EthTSynGlobalTimeDomain:

EcucParamConfContainerDef

lowerMultiplicity = 1
upperMultiplicity = *

+&JbC0ntaine$

EthTSynGlobalTimeFollowUpDatalDList:

EcucParamConfContainerDef

lowerMultiplicity = 0
upperMultiplicity = 1

+subContainer

EthTSynGlobalTimeFollowUpDatalDListElement:

EthTSynGlobalTimeFollowUpDatalDListindex:

EcucParamConfContainerDef

EcucintegerParamDef

lowerMultiplicity = 16
upperMultiplicity = 16

+p t min =0
@  max=15
lowerMultiplicity = 1
upperMultiplicity = 1

EthTSynGlobalTimeFollowUpDatalDListValue:
EcucintegerParamDef
min =0
max = 255
lowerMultiplicity = 1
upperMultiplicity = 1

+parameter

Figure 10.2: EthTSyn_GlobalTimeFollowUpDatalDList
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10.2.6 EthTSynGlobalTimeFollowUpDatalDListElement

SWS Item

[ECUC_EthTSyn_00031]

Container Name

EthTSynGlobalTimeFollowUpDatalDListElement

Parent Container

EthTSynGlobalTimeFollowUpDatalDList

Description

Element of the DatalDList for Follow_Up message ensures the identification of data
elements due to CRC calculation and message authentication process.

Configuration Parameters

SWS Item

[ECUC_EthTSyn_00032]

Parameter Name

EthTSynGlobalTimeFollowUpDatalDListIndex

Parent Container

EthTSynGlobalTimeFollowUpDatalDListElement

Description Index of the DatalDList for Follow_Up message ensures the identification of data
elements due to CRC calculation and message authentication process.
Multiplicity 1
Type EcuclntegerParamDef
Range 0..15
Default value -
Post-Build Variant Value true
Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -
Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00033]

Parameter Name

EthTSynGlobalTimeFollowUpDatalDListValue

Parent Container

EthTSynGlobalTimeFollowUpDatalDListElement

Description Value of the DatalDList for Follow_Up message ensures the identification of data
elements due to CRC calculation and message authentication process.
Multiplicity 1
Type EcuclntegerParamDef
Range 0..255
Default value -
Post-Build Variant Value true
Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -
Scope / Dependency scope: local

No Included Containers
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10.2.7 EthTSynPortConfig

SWS Item [ECUC_EthTSyn_00063]

Container Name EthTSynPortConfig

Parent Container EthTSynGlobalTimeDomain

Description Configuration of the EthTSyn-Ports within the TimeDomain.

Post-Build Variant Multiplicity true

Multiplicity Configuration Class | Pre-compile time X All Variants
Link time -

Post-build time —

Configuration Parameters

SWS Item [ECUC_EthTSyn_00082]
Parameter Name EthTSynEnableTimeValidation
Parent Container EthTSynPortConfig
Description Enables/disables time recording for time validation for a specific Time Domain.
Multiplicity 1
Type EcucBooleanParamDef
Default value false
Post-Build Variant Value false
Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -
Scope / Dependency scope: local
SWS Item [ECUC_EthTSyn_00078]
Parameter Name EthTSynGlobalTimeMinMsgGap
Parent Container EthTSynPortConfig
Description This parameter represents the configuration of a minimum message gap time for

received Timesync messages compared to a message before with the same PDU. If
PDUs are received more often in between than this parameter allows, they shall be
ignored.

Unit: seconds
Tags: atp.Status=draft

Multiplicity 1

Type EcucFloatParamDef

Range [0 .. INF[

Default value 0

Post-Build Variant Value true

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item [ECUC_EthTSyn_00066]

Parameter Name EthTSynSwitchManagementEthSwitchPortRef

Parent Container EthTSynPortConfig

V
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Description In an AVB-Bridge config, this reference is used to assign the EthTSyn-Port to an
Ethernet Switch-Port.
Multiplicity 0..1
Type Symbolic name reference to EthSwtPort
Post-Build Variant Multiplicity false
Post-Build Variant Value false
Multiplicity Configuration Class | Pre-compile time X All Variants
Link time -
Post-build time -
Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -
Scope / Dependency scope: local
Included Containers
Container Name Multiplicity Scope / Dependency
EthTSynPdelayConfig 1 Configuration of cyclic propagation delay measurement.
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EthTSynGlobalTimeDomain:
EcucParamConfContainerDef

lowerMultiplicity = 1
upperMultiplicity = *

+subContai ne$

EthTSynPortConfig:

EcucParamConfContainerDef

lowerMultiplicity = 0
upperMultiplicity = *

+reference

+parameter

+subContainer

+parameter

EthT SynSwitchManagementEthSwitchPortRef:

EcucReferenceDef

lowerMultiplicity = 0
upperMultiplicity = 1
requiresSymbolicNameValue = true

+destination | EcucParamConfContainerDef

EthSwtPort:

EthTSynGlobalTimeMinMsgGap:

EcucFloatParamDef

min =0

max = INF
defaultvalue = 0
lowerMultiplicity = 1
upperMultiplicity = 1

EthTSynPdelayConfig:

EcucParamConfContainerDef P

lowerMultiplicity = 1
upperMultiplicity = *

EthTSynGlobalTimePdelayRespEnable:

P

EcucBooleanParamDef

lowerMultiplicity = 1
upperMultiplicity = 1

EthTSynEnableTimeValidation:
EcucBooleanParamDef

defaultvalue = false

+parameter

+parameter

+parameter

defaultValue = true

EthTSynGlobalTimePropagationDelay:

EcucFloatParamDef

min =0
max =4
defaultvalue =0

EthTSynGlobalTimeTxPdelayRegPeriod:

EcucFloatParamDef

min =0
max =4
defaultvalue = 0

EthT SynPdelayRespAndRespFollowUpTimeout:

EcucFloatParamDef

+parameter

min =0
max =4

EthTSynPdelayLatencyThreshold:

EcucFloatParamDef

min =0

max = INF
defaultvValue = 0.00001
lowerMultiplicity = 0
upperMultiplicity = 1

Figure 10.3: EthTSyn_PortConfig

10.2.8 EthTSynPortRole

SWS Item [ECUC_EthTSyn_00067]
Choice Container Name EthTSynPortRole
Parent Container EthTSynGlobalTimeDomain

Description

Specifying the Role of the EthTSyn-Port (Master or Slave).

Post-Build Variant Multiplicity

true

\Y%
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Multiplicity Configuration Class

Pre-compile time

X All Variants

Link time

Post-build time

Container Choices

Container Name

Multiplicity

Scope / Dependency

EthTSynGlobalTimeMaster

0..1

Configuration of a (global) time master. Each time domain is
required to have exactly one global time master, but may have
multiple ports acting as time (sub-) master (see Time Gateway)
to relay global time from the global time master to the time
slaves. The global time master may or may not exist on the
configured ECU. The exact role of the port is derived implicitly.

EthTSynGlobalTimeSlave

0..1

Configuration of a time slave. Each global time domain is
required to have at least one time slave. The configured ECU
may or may not represent a time slave.

EthTSyn: EcucModuleDef

lowerMultiplicity = 0
upperMultiplicity = 1

EthTSynGlobalTimeDomain:

EthTSynPortConfig:

+container

EcucParamConfContainerDef

+subContainer EcucParamConfContainerDef

lowerMultiplicity = 1
upperMultiplicity = *

lowerMultiplicity = 0
upperMultiplicity = *

+subContainer

EcucChoiceContainerDef

EthTSynPortRole:

lowerMultiplicity = 0
upperMultiplicity = 1

+ch0ice$

+ch0icet

+reference

lowerMultiplicity = 0
upperMultiplicity = *
requiresSymbolicNameValue = true

EthTSynGlobal TimeEthIfRef:
EcucReferenceDef

+destination

EthifController:

EthTSynGlobalTimeMaster:

EcucParamConfContainerDef

EthTSynGlobalTimeSlave:
EcucParamConfContainerDef

EcucParamConfContainerDef

lowerMultiplicity = 1

lowerMultiplicity = 0
upperMultiplicity = 1

lowerMultiplicity = 0
upperMultiplicity = 1

upperMultiplicity = *

+parameter

EthIfCtrlldx: EcuclntegerParamDef

min =0
max = 255
symbolicNameValue = true

Figure 10.4: EthTSyn_GlobalTimePdu

10.2.9 EthTSynPdelayConfig

SWS Item

[ECUC_EthTSyn_00068]

Container Name

EthTSynPdelayConfig

Parent Container

EthTSynPortConfig

Description

Configuration of cyclic propagation delay measurement.

Post-Build Variant Multiplicity

true

Multiplicity Configuration Class

Pre-compile time

All Variants

Link time
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Post-build time B

Configuration Parameters

SWS Item

[ECUC_EthTSyn_00069]

Parameter Name

EthTSynGlobalTimePdelayRespEnable

Parent Container

EthTSynPdelayConfig

Description This parameter allows disabling Pdelay_Resp / Pdelay_Resp_Follow_Up transmission,
if no Pdelay_Req messages are expected.
FALSE: No Pdelay requests expected. Pdelay_Resp / Pdelay_Resp_Follow_Up
transmission is disabled.
TRUE: Pdelay requests expected. Pdelay Resp / Pdelay_Resp_Follow_Up
transmission is enabled.

Multiplicity 1

Type EcucBooleanParamDef

Default value true

Post-Build Variant Value true

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00070]

Parameter Name

EthTSynGlobalTimePropagationDelay

Parent Container

EthTSynPdelayConfig

Description If cyclic propagation delay measurement is enabled, this parameter represents the
default value of the propagation delay until the first actually measured propagation
delay is available.

If cyclic propagation delay measurement is disabled, this parameter replaces a
measured propagation delay by a fixed value.
Unit: seconds

Multiplicity 1

Type EcucFloatParamDef

Range [0..4]

Default value 0

Post-Build Variant Value true

Value Configuration Class Pre-compile time X All Variants
Link time -

Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00071]

Parameter Name

EthTSynGlobalTimeTxPdelayReqgPeriod

Parent Container

EthTSynPdelayConfig

Description This represents configuration of the TX period for Pdelay_Req messages.
A value of 0 disables the cyclic Pdelay measurement.
Unit: seconds

Multiplicity 1

Type EcucFloatParamDef

V
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Range [0..4] |
Default value 0
Post-Build Variant Value true
Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -
Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00076]

Parameter Name

EthTSynPdelayLatencyThreshold

Parent Container

EthTSynPdelayConfig

Description Threshold for calculated Pdelay. If a measured Pdelay exceeds EthTSynPdelayLatency
Threshold, this value is discarded.
Unit: seconds

Multiplicity 0..1

Type EcucFloatParamDef

Range 10 .. INF[

Default value 1E-5

Post-Build Variant Value true

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00074]

Parameter Name

EthTSynPdelayRespAndRespFollowUpTimeout

Parent Container

EthTSynPdelayConfig

Description Timeout value for Pdelay_Resp and Pdelay_Resp_Follow_Up after a Pdelay_Req has
been transmitted resp. a Pdelay_Resp has been received.
A value of 0 deactivates this timeout observation.
Unit: seconds

Multiplicity 1

Type EcucFloatParamDef

Range [0..4]

Default value -

Post-Build Variant Value true

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

No Included Containers
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10.2.10 EthTSynGlobalTimeMaster

SWS Item [ECUC_EthTSyn_00008]
Container Name EthTSynGlobalTimeMaster
Parent Container EthTSynPortRole

Description

Configuration of a (global) time master. Each time domain is required to have exactly
one global time master, but may have multiple ports acting as time (sub-) master (see
Time Gateway) to relay global time from the global time master to the time slaves. The
global time master may or may not exist on the configured ECU. The exact role of the
port is derived implicitly.

Post-Build Variant Multiplicity true
Multiplicity Configuration Class | Pre-compile time X All Variants
Link time -

Post-build time -

Configuration Parameters

SWS Item

[ECUC_EthTSyn_00047]

Parameter Name

EthTSynCyclicMsgResumeTime

Parent Container

EthTSynGlobalTimeMaster

Description Defines the time where the 1st regular cycle time based message transmission takes
place, after an immediate transmission before. Unit: seconds

Multiplicity 1

Type EcucFloatParamDef

Range [0 .. INF[

Default value -

Post-Build Variant Value true

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00039]

Parameter Name

EthTSynGlobalTimeTxCrcSecured

Parent Container

EthTSynGlobalTimeMaster

Description This represents the configuration of whether or not CRC is supported.
Multiplicity 1
Type EcucEnumerationParamDef
Range CRC_NOT_SUPPORTED This represents a configuration where CRC is not
supported.
CRC_SUPPORTED This represents a configuration where CRC is
supported.
Post-Build Variant Value true
Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -
Scope / Dependency scope: local
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SWS Item

[ECUC_EthTSyn_00010]

Parameter Name

EthTSynGlobalTimeTxPeriod

Parent Container

EthTSynGlobalTimeMaster

Description This represents configuration of the TX period. Unit: seconds

Multiplicity 1

Type EcucFloatParamDef

Range [0 .. INF[

Default value -

Post-Build Variant Value true

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00046]

Parameter Name

EthTSynlmmediateTimeSync

Parent Container

EthTSynGlobalTimeMaster

Description Enables/Disables the cyclic polling of StbM_GetTimeBaseUpdateCounter() within Eth
TSyn_MainFunction().

Multiplicity 1

Type EcucBooleanParamDef

Default value

Post-Build Variant Value true

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00095]

Parameter Name

EthTSynTLVFollowUpICVSubTLV

Parent Container

EthTSynGlobalTimeMaster

Description This represents the configuration of whether an AUTOSAR Follow_Up TLV ICV
Sub-TLV is used or not. - true: This represents a configuration where an AUTOSAR
Follow_Up TLV ICV Sub-TLV is used. - false: This represents a configuration where an
AUTOSAR Follow_Up TLV ICV Sub-TLV is not used.
Tags: atp.Status=draft

Multiplicity 1

Type EcucBooleanParamDef

Default value -

Post-Build Variant Value false

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local
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SWS Item [ECUC_EthTSyn_00038]
Parameter Name EthTSynTxSubTLVOFS
Parent Container EthTSynGlobalTimeMaster

Description Definition of whether (true) or not (false) a Sub-TLV:OFS Secured or Sub-TLV:OFS Not
Secured shall be sent in the AUTOSAR TLV of a Follow_Up message.

Multiplicity 1

Type EcucBooleanParamDef

Default value

Post-Build Variant Value

true

Value Configuration Class

Pre-compile time

All Variants

Link time

Post-build time

Scope / Dependency

scope: local

SWS Item

[ECUC_EthTSyn_00036]

Parameter Name

EthTSynTxSubTLVStatus

Parent Container

EthTSynGlobalTimeMaster

Description Definition of whether (true) or not (false) a Sub-TLV:Status Secured or Sub-TLV:Status
Not Secured shall be sent in the AUTOSAR TLV of a Follow_Up message.
Multiplicity 1
Type EcucBooleanParamDef
Default value -
Post-Build Variant Value true
Value Configuration Class Pre-compile time All Variants
Link time
Post-build time
Scope / Dependency scope: local

SWS Item [ECUC_EthTSyn_00035]
Parameter Name EthTSynTxSubTLVTime
Parent Container EthTSynGlobalTimeMaster

Description Definition of whether (true) or not (false) a Sub-TLV:Time Secured shall be sent in the
AUTOSAR TLV of a Follow_Up message.

Multiplicity 1

Type EcucBooleanParamDef

Default value -

Post-Build Variant Value true

Value Configuration Class Pre-compile time All Variants
Link time
Post-build time

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00037]

Parameter Name

EthTSynTxSubTLVUserData

Parent Container

EthTSynGlobalTimeMaster

Description

Definition of whether (true) or not (false) a Sub-TLV:UserData Secured or Sub-TLV:User
Data Not Secured shall be sent in the AUTOSAR TLV of a Follow_Up message.

Multiplicity

1

Y%
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Generation

A

Type EcucBooleanParamDef
Default value -
Post-Build Variant Value true
Value Configuration Class Pre-compile time X All Variants

Link time -

Post-build time -
Scope / Dependency scope: local
Included Containers
Container Name Multiplicity Scope / Dependency
EthTSynCrcTimeFlagsTxSecured 0..1 This container collects definitions which parts of the Follow_Up

message elements shall be used for CRC calculation.

EthTSynGlobalTimeTxlcv 0..1 This container collects configuration that shall be used for ICV

generation.

Tags: atp.Status=draft
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EthTSynGlobalTimeMaster:
EcucParamConfContainerDef

EthTSynGlobalTimeTxPeriod:

EcucFloatParamDef

lowerMultiplicity = 0
upperMultiplicity = 1

+parameter
min =0
max = INF
+parameter EthTSynTxSubTLVTime:
EctcaocleanEarambet EthTSynTxSubTLVStatus:
+parameter EcucBooleanParamDef
>
+parameter EthTSynTxSubTLVUserData:
EcucBooleanParamDef EthTSynTxSubTLVOFS:
+p " EcucBooleanParamDef
>
- +literal
+parameter| EthTSynGlobalTimeTxCrcSecured: CRC_SUPPORTED: EcucEnumerationLiteral Def |
EcucEnumerationParamDef
- +literal
‘_| CRC_NOT_SUPPORTED: EcucEnumerationLiteralDef
EthT SynCrcTimeFlagsTxSecured: | _+parameter EthTSynCrcMessageLength: EcucBooleanParamDef
EcucParamConfContainerDef defaultValue = false
lowerMultiplicity = 0
upperMultiplicity = 1
+parameter EthTSynCrcDomainNumber: EcucBooleanParamDef
defaultValue = false
+parameter EthTSynCrcCorrectionField: EcucBooleanParamDef
defaultValue = false
+subContainer
+parameter| EthTSynCrcSourcePortldentity: EcucBooleanParamDef
defaultvalue = false
+parameter EthTSynCrcSequenceld: EcucBooleanParamDef
defaultValue = false
+parameter EthTSynCrcPreciseOriginTimestamp:

EcucBooleanParamDef

defaultvalue = true

+parameter EthTSynimmediateTimeSync:
EcucBooleanParamDef EthTSynCyclicMsgResumeTime:
- EcucFloatParamDef
+parameter -
> min =0
max = INF
EthTSynTLVFollowUpICVSubTLV:
+parameter EcucBooleanParamDef
lowerMultiplicity = 1 EthT SynGlobalTimeTxIcvGeneration:
upperMultiplicity = 1 +subContainer EcucParamConfContainerDef
>

lowerMultiplicity = 0
upperMultiplicity = 1

Figure 10.5: EthTSyn_GlobalTimeMaster
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10.2.11 EthTSynCrcTimeFlagsTxSecured

SWS Item [ECUC_EthTSyn_00057]

Container Name EthTSynCrcTimeFlagsTxSecured

Parent Container EthTSynGlobalTimeMaster

Description This container collects definitions which parts of the Follow_Up message elements
shall be used for CRC calculation.

Post-Build Variant Multiplicity true

Multiplicity Configuration Class | Pre-compile time X All Variants
Link time -
Post-build time -

Configuration Parameters

SWS Item [ECUC_EthTSyn_00042]

Parameter Name EthTSynCrcCorrectionField

Parent Container EthTSynCrcTimeFlagsTxSecured

Description correctionField from the Follow_Up Message Header shall be included in CRC
calculation.

Multiplicity 1

Type EcucBooleanParamDef

Default value false

Post-Build Variant Value true

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item [ECUC_EthTSyn_00041]

Parameter Name EthTSynCrcDomainNumber

Parent Container EthTSynCrcTimeFlagsTxSecured

Description domainNumber from the Follow_Up Message Header shall be included in CRC
calculation.

Multiplicity 1

Type EcucBooleanParamDef

Default value false

Post-Build Variant Value true

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item [ECUC_EthTSyn_00040]

Parameter Name EthTSynCrcMessageLength

Parent Container EthTSynCrcTimeFlagsTxSecured

Description messagelength from the Follow_Up Message Header shall be included in CRC
calculation.

Multiplicity 1

Type EcucBooleanParamDef
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Default value false
Post-Build Variant Value true
Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -
Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00045]

Parameter Name

EthTSynCrcPreciseOriginTimestamp

Parent Container

EthTSynCrcTimeFlagsTxSecured

Description preciseOriginTimestamp from the Follow_Up Message Field shall be included in CRC
calculation.

Multiplicity 1

Type EcucBooleanParamDef

Default value true

Post-Build Variant Value true

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00044]

Parameter Name

EthTSynCrcSequenceld

Parent Container

EthTSynCrcTimeFlagsTxSecured

Description sequenceld from the Follow_Up Message Header shall be included in CRC calculation.
Multiplicity 1
Type EcucBooleanParamDef
Default value false
Post-Build Variant Value true
Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -
Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00043]

Parameter Name

EthTSynCrcSourcePortldentity

Parent Container

EthTSynCrcTimeFlagsTxSecured

Description sourcePortldentity from the Follow_Up Message Header shall be included in CRC
calculation.

Multiplicity 1

Type EcucBooleanParamDef

Default value false

Post-Build Variant Value true

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

No Included Containers
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10.2.12 EthTSynGlobalTimeTxlcvGeneration

SWS Item

[ECUC_EthTSyn_00096]

Container Name

EthTSynGlobalTimeTxlcvGeneration

Parent Container

EthTSynGlobalTimeMaster

Description

This container collects configuration that shall be used for ICV generation.
Tags: atp.Status=draft

Post-Build Variant Multiplicity false
Multiplicity Configuration Class | Pre-compile time X All Variants
Link time -

Post-build time -

Configuration Parameters

SWS Item

[ECUC_EthTSyn_00098]

Parameter Name

EthTSynlcvGenerationBase

Parent Container

EthTSynGlobalTimeTxlcvGeneration

Description Symmetric or asymmetric cryptography selection for the ICV generation
Tags: atp.Status=draft
Multiplicity 1
Type EcucEnumerationParamDef
Range ICV_MAC Symmetric cryptography selection for the ICV
generation.
ICV_SIGNATURE Asymmetric cryptography selection for the ICV
generation.
Post-Build Variant Value false
Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -
Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00101]

Parameter Name

EthTSynlcvGenerationTimeout

Parent Container

EthTSynGlobalTimeTxlcvGeneration

Description Timeout of ICV generation (respective CSM job completion in asynchronous
behaviour). Unit: Seconds
Tags: atp.Status=draft

Multiplicity 1

Type EcucFloatParamDef

Range 10 .. INF[

Default value -

Post-Build Variant Value false

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local
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SWS Item

[ECUC_EthTSyn_00099]

Parameter Name

EthTSynlcvTxLength

Parent Container

EthTSynGlobalTimeTxlcvGeneration

Description Length of ICV to be transmitted within Follow_Up Message on the bus (in bytes).
Tags: atp.Status=draft

Multiplicity 1

Type EcuclntegerParamDef

Range 0.. 1061

Default value -

Post-Build Variant Value false

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00097]

Parameter Name

EthTSynlcvGenerationFvidRef

Parent Container

EthTSynGlobalTimeTxlcvGeneration

Description This represents the reference to the FV taken to generate the ICV generation.
Tags: atp.Status=draft

Multiplicity 0..1

Type Symbolic name reference to StoMFreshnessValue

Post-Build Variant Multiplicity false

Post-Build Variant Value false

Multiplicity Configuration Class | Pre-compile time X All Variants
Link time -
Post-build time -

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00100]

Parameter Name

EthTSynlcvGenerationJobRef

Parent Container

EthTSynGlobalTimeTxIlcvGeneration

Description This represents the reference to the CSM job to fetch the CSM job ID.
Tags: atp.Status=draft

Multiplicity 1

Type Symbolic name reference to CsmJob

Post-Build Variant Value false

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

No Included Containers
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10.2.13 EthTSynGlobalTimeSlave

SWS Item [ECUC_EthTSyn_00009]
Container Name EthTSynGlobalTimeSlave
Parent Container EthTSynPortRole

Description Configuration of a time slave. Each global time domain is required to have at least one
time slave. The configured ECU may or may not represent a time slave.

Post-Build Variant Multiplicity true

Multiplicity Configuration Class | Pre-compile time X All Variants
Link time -

Post-build time -

Configuration Parameters

SWS Item

[ECUC_EthTSyn_00007]

Parameter Name

EthTSynGlobalTimeFollowUpTimeout

Parent Container

EthTSynGlobalTimeSlave

Description Timeout value of the Follow_Up message (of the subsequent Sync message).
A value of 0 deactivates this timeout observation.
Unit: seconds

Multiplicity 1

Type EcucFloatParamDef

Range [0..4]

Default value -

Post-Build Variant Value true

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00084]

Parameter Name

EthTSynGlobalTimeSequenceCounterHysteresis

Parent Container

EthTSynGlobalTimeSlave

Description EthTSynGlobalTimeSequenceCounterHysteresis specifies the number of consecutive
valid message pairs that are required by the Time Slave while being in Timeout state
until a Time Tuple is forwarded to the StbM.

Multiplicity 1

Type EcuclntegerParamDef

Range 0..15

Default value 0

Post-Build Variant Value true

Value Configuration Class Pre-compile time X All Variants
Link time -

Post-build time -

Scope / Dependency scope: local
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SWS Item

[ECUC_EthTSyn_00083]

Parameter Name

EthTSynGlobalTimeSequenceCounterJumpWidth

Parent Container

EthTSynGlobalTimeSlave

Description The SequenceCounterJumpWidth specifies the maximum allowed jump of the
Sequence Counter between two consecutive Sync messages.

Multiplicity 1

Type EcucintegerParamDef

Range 0 .. 65535

Default value 0

Post-Build Variant Value true

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00049]

Parameter Name

EthTSynRxCrcValidated

Parent Container

EthTSynGlobalTimeSlave

Description Definition of whether or not validation of the CRC takes place.

Multiplicity 1

Type EcucEnumerationParamDef

Range CRC_IGNORED EthTSyn ignores any CRC inside the Sub-TLVs.

CRC_NOT_VALIDATED

If EthTSynMessageCompliance is set to FALSE:
EthTSyn discards Follow_Up messages with
Sub-TLVs of Type 0x28, 0x44, 0x50 or 0x60.

CRC_OPTIONAL

If EthTSynMessageCompliance is set to FALSE:
EthTSyn discards Follow_Up messages with
Sub-TLVs of Type 0x28, 0x44, 0x50 or 0x60, that
contain an incorrect CRC value.

CRC_VALIDATED

If EthTSynMessageCompliance is set to FALSE:
EthTSyn discards Follow_Up messages with
Sub-TLVs of Type 0x28, 0x44, 0x50 or 0x60, that
contain an incorrect CRC value. EthTSyn rejects
Follow_Up messages with Sub-TLVs of Type
0x34, 0x51 or 0x61.

Post-Build Variant Value true

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00103]

Parameter Name

EthTSynRxlcvVerificationType

Parent Container

EthTSynGlobalTimeSlave

Description This parameter controls whether or not ICV verification shall be supported.
Tags: atp.Status=draft

Multiplicity 1

Type EcucEnumerationParamDef
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Range

ICV_IGNORED

The Timesync module shall not verify the ICV.
Tags: atp.Status=draft

ICV_NOT_VERIFIED

The Timesync module accepts only Time
Synchronization messages, which are not ICV
secured. All other Time Synchronization
messages are ignored.

Tags: atp.Status=draft

ICV_OPTIONAL The Timesync module accepts only Time
Synchronization messages which are not ICV
secured and Time Synchronization messages
which are ICV secured and have the correct ICV.
All other Time Synchronization messages are
ignored.
Tags: atp.Status=draft
ICV_VERIFIED The Timesync module accepts only Time
Synchronization messages, which are ICV
secured and have the correct ICV. All other Time
Synchronization messages are ignored.
Tags: atp.Status=draft
Post-Build Variant Value false
Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -
Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00088]

Parameter Name

EthTSynRxSubTLVOFS

Parent Container

EthTSynGlobalTimeSlave

Description Definition of whether or not a Sub-TLV:OFS Secured or Sub-TLV:OFS Not Secured
shall be present and shall be evaluated when processing a received Follow_Up
message.

Multiplicity 1

Type EcucBooleanParamDef

Default value false

Post-Build Variant Value false

Multiplicity Configuration Class | Pre-compile time X All Variants
Link time -

Post-build time -

Value Configuration Class Pre-compile time X All Variants
Link time -

Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00086]

Parameter Name

EthTSynRxSubTLVStatus

Parent Container EthTSynGlobalTimeSlave

Description Definition of whether or not a Sub-TLV:Status Secured or Sub-TLV:Status Not Secured
shall be present and shall be evaluated when processing a received Follow_Up
message.

Multiplicity 1

V
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Type EcucBooleanParamDef

Default value false

Post-Build Variant Value false

Multiplicity Configuration Class | Pre-compile time X All Variants
Link time -
Post-build time -

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item [ECUC_EthTSyn_00085]

Parameter Name EthTSynRxSubTLVTime

Parent Container EthTSynGlobalTimeSlave

Description Definition of whether or not a Sub-TLV:Time Secured shall be present and shall be
evaluated when processing a received Follow_Up message

Multiplicity 1

Type EcucBooleanParamDef

Default value false

Post-Build Variant Value false

Multiplicity Configuration Class | Pre-compile time X All Variants
Link time -
Post-build time -

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item [ECUC_EthTSyn_00087]

Parameter Name EthTSynRxSubTLVUserData

Parent Container EthTSynGlobalTimeSlave

Description Definition of whether or not a Sub-TLV:UserData Secured or Sub-TLV:UserData Not
Secured shall be present and shall be evaluated when processing a received Follow_
Up message

Multiplicity 1

Type EcucBooleanParamDef

Default value false

Post-Build Variant Value false

Multiplicity Configuration Class | Pre-compile time X All Variants
Link time -
Post-build time -

Value Configuration Class Pre-compile time X All Variants
Link time -

Post-build time -

Scope / Dependency scope: local
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Included Containers

Container Name Multiplicity Scope / Dependency

EthTSynCrcFlagsRxValidated 0..1 This container collects definitions which parts of the Follow_Up
message elements shall be included in CRC validation.

EthTSynGlobalTimeRxIcv 0..1 This container collects configuration that shall be used for ICV

Verification verification.
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EthTSynGlobalTimeSlave:
EcucParamConfContainerDef

EthTSynGlobalTimeFollowUpTimeout:

EcucFloatParamDef

lowerMultiplicity = 0
upperMultiplicity = 1

+literal

+literal

Il

+parameter "
min =0
max = 4
+||tera|| CRC_IGNORED: EcucEnumerationLiteral Def
‘ L
EthTSynRxCrcValidated: +literal
EcucEnumerationParambef o l CRC_NOT_VALIDATED: EcucEnumerationLiteralDef
+parameter l

|
CRC_VALIDATED: EcucEnumerationLiteralDef

CRC_OPTIONAL: EcucEnumerationLiteral Def

EthT SynCrcFlagsRxValidated: +parameter EthTSynCrcMessageLength: EcucBooleanParamDef
EcucParamConiContainerDef [
defaultValue = false
lowerMultiplicity = 0
upperMultiplicity = 1
+parameter EthTSynCrcDomainNumber: EcucBooleanParamDef
>
defaultValue = false
+parameter EthTSynCrcCorrectionField: EcucBooleanParamDef
defaultValue = false
+subContainer
+parameter| EthTSynCrcSourcePortldentity: EcucBooleanParamDef
>
defaultValue = false
+parameter EthT SynCrcSequenceld: EcucBooleanParamDef
>
defaultValue = false
+parameter EthTSynCrcPreciseOriginTimestamp:
EcucBooleanParamDef
defaultValue = true

+literal

EthT SynRxIcvVerificationType:
EcucEnumerationParamDef

i

+literal |

ICV_VERIFIED: EcucEnumerationLiteral Def

+parameter

¢

| ICV_IGNORED: EcucEnumerationLiteral Def

+literal

+literal
‘—' ICV_NOT_VERIFIED: EcucEnumerationLiteralDef

|

ICV_OPTIONAL: EcucEnumerationLiteral Def

+parameter

EthT SynGlobalTimeSequenceCounterJumpWidth:

+parameter EcuclintegerParamDef

min =0
max = 65535
defaultvalue = 0

+subContainer

EthTSynRxSubTLVTime:
EcucBooleanParamDef

defaultValue = false
lowerMultiplicity = 1
upperMultiplicity = 1

EthTSynGlobalTimeSequenceCounterHysteresis:

EcucintegerParamDef

+parameter min=0
max = 15
defaultvValue = 0
lowerMultiplicity = 1
upperMultiplicity = 1

EthT SynGlobal TimeRxIcvVerification:
EcucParamConfContainerDef

lowerMultiplicity = 0
upperMultiplicity = 1

EthT S;n RxSubTLVStatus;

EcucBooleanParamDef

+parameter
defaultValue = false

EthT SynRxSubTLVUserData:
EcucBooleanParamDef

+p

defaultvalue = false
lowerMultiplicity = 1
upperMultiplicity = 1

lowerMultiplicity = 1
upperMultiplicity = 1

EthTSynRxSubTLVOFS:
EcucBooleanParamDef

defaultValue = false

rparameter o ermultiplicity = 1

upperMultiplicity = 1

Figure 10.6: EthTSyn_GlobalTimeSlave
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10.2.14 EthTSynCrcFlagsRxValidated

SWS Item

[ECUC_EthTSyn_00050]

Container Name

EthTSynCrcFlagsRxValidated

Parent Container

EthTSynGlobalTimeSlave

Description

This container collects definitions which parts of the Follow_Up message elements

shall be included in CRC validation.

Post-Build Variant Multiplicity

true

Multiplicity Configuration Class

Pre-compile time

All Variants

Link time

Post-build time

Configuration Parameters

SWS Item

[ECUC_EthTSyn_00053]

Parameter Name

EthTSynCrcCorrectionField

Parent Container

EthTSynCrcFlagsRxValidated

Description correctionField from the Follow_Up Message Header shall be included in CRC
calculation.

Multiplicity 1

Type EcucBooleanParamDef

Default value false

Post-Build Variant Value true

Value Configuration Class

Pre-compile time

All Variants

Link time

Post-build time

Scope / Dependency

scope: local

SWS Item

[ECUC_EthTSyn_00052]

Parameter Name

EthTSynCrcDomainNumber

Parent Container

EthTSynCrcFlagsRxValidated

Description domainNumber from the Follow_Up Message Header shall be included in CRC
calculation.

Multiplicity 1

Type EcucBooleanParamDef

Default value false

Post-Build Variant Value true

Value Configuration Class Pre-compile time All Variants
Link time
Post-build time

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00051]

Parameter Name

EthTSynCrcMessageLength

Parent Container

EthTSynCrcFlagsRxValidated

Description messagelength from the Follow_Up Message Header shall be included in CRC
calculation.

Multiplicity 1

Type EcucBooleanParamDef
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Default value false
Post-Build Variant Value true
Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -
Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00056]

Parameter Name

EthTSynCrcPreciseOriginTimestamp

Parent Container

EthTSynCrcFlagsRxValidated

Description preciseOriginTimestamp from the Follow_Up Message Field shall be included in CRC
calculation.

Multiplicity 1

Type EcucBooleanParamDef

Default value true

Post-Build Variant Value true

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00055]

Parameter Name

EthTSynCrcSequenceld

Parent Container

EthTSynCrcFlagsRxValidated

Description sequenceld from the Follow_Up Message Header shall be included in CRC calculation.
Multiplicity 1
Type EcucBooleanParamDef
Default value false
Post-Build Variant Value true
Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -
Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00054]

Parameter Name

EthTSynCrcSourcePortldentity

Parent Container

EthTSynCrcFlagsRxValidated

Description sourcePortldentity from the Follow_Up Message Header shall be included in CRC
calculation.

Multiplicity 1

Type EcucBooleanParamDef

Default value false

Post-Build Variant Value true

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

No Included Containers
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10.2.15 EthTSynGlobalTimeRxIcvVerification

SWS Item

[ECUC_EthTSyn_00104]

Container Name

EthTSynGlobalTimeRxlcvVerification

Parent Container

EthTSynGlobalTimeSlave

Description This container collects configuration that shall be used for ICV verification.
Post-Build Variant Multiplicity false
Multiplicity Configuration Class | Pre-compile time X All Variants

Link time -

Post-build time —

Configuration Parameters

SWS Item

[ECUC_EthTSyn_00107]

Parameter Name

EthTSynlcvRxLength

Parent Container

EthTSynGlobalTimeRxIcv Verification

Description Length of ICV to be transmitted within Follow_Up Message on the bus (in bytes).
Tags: atp.Status=draft

Multiplicity 1

Type EcuclntegerParamDef

Range 0.. 1061

Default value -

Post-Build Variant Value false

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00110]

Parameter Name

EthTSynlcvVerificationAttempts

Parent Container

EthTSynGlobalTimeRxlcvVerification

Description This parameter specifies the number of ICV verification attempts that are to be carried
out when the verification of the ICV failed for a given secured Follow_Up message. If
zero is set, then only one ICV verification attempt is done.

Tags: atp.Status=draft

Multiplicity 1

Type EcuclntegerParamDef

Range 0 .. 65535

Default value 0

Post-Build Variant Value false

Value Configuration Class Pre-compile time X All Variants
Link time -

Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00106]

Parameter Name

EthTSynlcvVerificationBase

Parent Container

EthTSynGlobalTimeRxIcv Verification

V
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Description Symmetric or asymmetric cryptography selection for the ICV generation
Tags: atp.Status=draft
Multiplicity 1
Type EcucEnumerationParamDef
Range ICV_MAC Symmetric cryptography selection for the ICV

generation.

Tags: atp.Status=draft

ICV_SIGNATURE Asymmetric cryptography selection for the ICV

generation.

Tags: atp.Status=draft

Post-Build Variant Value false

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00109]

Parameter Name

EthTSynlcvVerificationTimeout

Parent Container

EthTSynGlobalTimeRxlcvVerification

Description Timeout of ICV generation (respective CSM job completion in asynchronous
behaviour). Unit: Seconds
Tags: atp.Status=draft

Multiplicity 1

Type EcucFloatParamDef

Range 10 .. INF[

Default value -

Post-Build Variant Value false

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

SWS Item

[ECUC_EthTSyn_00105]

Parameter Name

EthTSynlcvVerificationFvIdRef

Parent Container

EthTSynGlobalTimeRxIcv Verification

Description This represents the reference to the FV taken to verify the ICV.
Tags: atp.Status=draft

Multiplicity 0..1

Type Symbolic name reference to StoMFreshnessValue

Post-Build Variant Multiplicity false

Post-Build Variant Value false

Multiplicity Configuration Class | Pre-compile time X All Variants
Link time -
Post-build time -

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -
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Scope / Dependency

scope: local

SWS Item

[ECUC_EthTSyn_00108]

Parameter Name

EthTSynlcvVerificationdJobRef

Parent Container

EthTSynGlobalTimeRxlcvVerification

Description This represents the reference to the CSM job to fetch the CSM job ID.
Tags: atp.Status=draft

Multiplicity 1

Type Symbolic name reference to CsmJob

Post-Build Variant Value false

Value Configuration Class Pre-compile time X All Variants
Link time -
Post-build time -

Scope / Dependency scope: local

No Included Containers

10.3 Constraints
[SWS_EthTSyn_CONSTR_00001] [The EthTSynPortConfig container exists for
Synchronized Time Domains (EthTSynGlobalTimeDomain 0 .. 15) only.|()

[SWS_EthTSyn_CONSTR_00002]{DRAFT} [If the CSM job used to generate ICV is
configured in synchronous behaviour, the EthTSynIcvGenerationTimeout shall

be setto 0.]()

10.4 Published Information

For details refer to the chapter 10.3 "Published Information" in [3].
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